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ONPEJIEJTEHU A

B HacTosimeM JOKYMEHTE HCIOJIBL3YIOTCS CICAYIONME TEPMHHBI H HX
OIIPE/ICICHHUS.

ABTOMATH3HMPOBAHHAS CHCTEMAa — CHCTEMa, COCTOAIIAs M3 IIEPCOHANIA U
KOMILIEKCA CPEJICTB ABTOMATH3AIMU €r0 AESTeNBFHOCTH, pealu3yromas nHdopma-
[IMOHHYIO TCXHOJIOTHIO BBITOIHCHHA YCTAHOBICHHBIX (DYHKIIHH.

AyreHTH(QUKALMA OTUPABHTENN JAHHBIX — [I0JATBEPKIACHUE TOIO, YTO OT-
IIPABUTEJIb [1I0JYYEHHBIX JaHHBIX COOTBETCTBYET 3asBIICHHOMY.

be3onacHocTs MEpPCOHAJNBHBIX JAHHBIX — COCTOSIHME 3allMIIEHHOCTH
IICPCOHANBHBIX  JIAHHBIX, XapaKICPH3YyCMOC CIIOCOOHOCTBIO  IONIB30BaTEIICH,
TEXHUYECKUX  CPEJICTB M HMHGMOPMAIIMOHHBIX  TEXHOJOTMH  00ecHevYuTh
KOHQUACHIMAIBHOCT, LEIOCTHOCTL U JOCTYIIHOCTE NEPCOHAIBHBIX JAaHHBIX IIPH
ux 00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX IIEPCOHAJIBHBIX JaHHbIX.

buomerpuyeckue mnepcoHajbHbIE JIaHHBIE —  CBEACHHUSA, KOTOpbLIE
XapaKkTepU3yIOT (PU3NOJIIOrMYECKHE OCOOCHHOCTH YEJIOBEKAa M Ha OCHOBE KOTOPBIX
MOKHO YCTaHOBUTH €T0 JIMYHOCTb, BKJItOUYas (oTorpauu, OTIEYATKH IAJIbIIECB,
o0pa3 ceryaTKH TIJla3a, OCOOEHHOCTH CTPOEHHS Tela M JAPYIYH I0J00HYIO
nH(OpPMALIHIO.

bJIOKMpOBaHHE NEPCOHAJIBHBIX JAHHBIX — BpPEMECHHOC IIPEKpallCHUE
cbopa, cucTeMaTM3allMM, HAKOIUICHMUS, WCIOJIb30BAHUS,  PACIPOCTPAHEHMUS,
[ICPCOHAIBHBIX JAHHBIX, B TOM YUCJIE UX IEePeJIauu.

Bupyc (KOoMNbIOTEPHBLIHA, NPOrPpaAMMHBINH) — UCIIOJIHACMBIH TPOrPaMMHBIH
KOJI MM MHTEPIPETUPYEMBbI HaOOp MHCTPYKUMIA, 00Jajarouiuii cBOWCTBAMU He-
CaHKUMOHHPOBAHHOI'O PACIPOCTPAaHEHUsT M caMOBOCHpou3BeacHUA. Co31aHHbIC
JyOJIMKAThl KOMIIBIOTEPHOTO BUPYCa HE BCEI/Ia COBMAIAIOT C OPUTHHAIOM, HO CO-
XPaHAIOT CHOCOOHOCTE K JIAJILHEHIIEMY PacIpOCTPaHECHHIO H CaMOBOCIIPOH3BEIC-
HUIO.

Bpeaonocnas nporpamMmma — rporpamma, npejiHasHadeHHas Jisi OCYIIeCTB-
JCHHST HECAHKIMOHUPOBAHHOTO JOCTYyNa M (MJIM) BO3JCHCTBUS Ha TMEPCOHAJBHBIC
JIAHHBIE MJIM pecypchbl MHOOPMAIIMOHHON CHCTEMBI IIEPCOHANILHLIX JaHHBIX.

Benomorareababie TeXHHYECKHE CPEICTBA M CHCTEMBI — TEXHHUYCCKHE
CpEJICTBA M CHCTEMBI, HE IIPE/IHA3HAYCHHBIC [UIs Tiepe/iaun, 00padOTKH U XPAHCHMs
IICPCOHAIIBHBIX JIAHHBIX, YCTAHABJIMBAEMbIC COBMECTHO C TEXHHYECKHMMH CPCJICT-
BaM{ M CHCTEMaMH, IPEAHA3HAYCHHBIMU JUI 00pabOTKU IIEPCOHANIBHBIX JIAHHBIX
WM B IIOMEIICHUSX, B KOTOPBIX YCTaHOBJICHbI WH(POPMAUHUOHHBIC CHCTCMBI
1IEPCOHAIBHBIX JTAHHBIX.

Jocrynm B omepamMOHHYI0 cpeay KoMnbioTepa (MHGOPMANMOHHOM
CHCTEMBI IICPCOHAJIBHBIX JaHHBIX)— ITOJIYYCHHC BO3MOKHOCTH 3allyCKa Ha
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BBIIIOJIHCHUE INTATHBIX KOMaHJ, (BYHKIUHA, TPOLEYp OIEPAOHHON CHCTEMbI
(YHUYTOIKCHUS, KOIMPOBAHUS, TEPEMEIICHUS W T.I1.), WCTIOMHACMBIX (DaniioB
PUKIIAHBIX IIPOrPaMM.

Jloctyn K ungopmamuu — BO3MOKHOCTh NOIYYEHNS HH(POPMALMKU U €€ MC-
[10JIb30BaHHUS.

3aka04H0e YCTPOMCTBO — DIEMEHT CPEICTBA CheMa HH(OPMAIHH,
CKPBITHO BHEJIPSIEMBIH (3aK/Ia/(bBAaeMbIH MM BHOCHMBIH) B MECTa BO3MOMKHOIO
cbema uH(popMaLKy (B TOM YHCIIE B OIPayKICHUE, KOHCTPYKLHIO, 000py/I0BaHue,
[PEAMETBI HHTEPhEPA, TPAHCIIOPTHBIE CPEICTBA, @ TAKKE B TCXHUYCCKHC CPCIICTBA
U CHCTEMBI 00paboTKH HHMOPMAIIUH).

Bamumaemast ungopmanust — HHPOPMAIMs, SBISIOIIACA [IPEAMETOM
COOCTBEHHOCTH M IOJUICXKAIas 3alllUTe B COOTBETCTBHH C TPeOOBAHUSAMM
IPABOBBIX JIOKYMEHTOB WM TPEOOBAHUSAMH, YCTAHABIMBAEMBIMUA COOCTBEHHHKOM
MH(pOpPMALUH.

NpenTudurkanust — IPUCBOCHUE CYObEKTaM U OOBEKTaM JI0CTYIIa MICHTU-
(dukaropa U (WIM) CpPaBHECHUC MPEALIBIBKIEMOIO HJICHTH(PHUKATOpA C IEepPEUHEM
MPUCBOCHHBIX UJICHTH(UKATOPOB.

HudgopMaTuBHBIA CHIHAJ — JJICKTPHYCCKHUE CHUIHAIIBI, aKyCTHYCCKHC,
IEKTPOMArHUTHBIE U JIPYTHE (PU3HUECKHUE TOJIS, 110 MapamMeTpaM KOTOPbIX MOXKET
ObITh packpbiTa KOH(UACHIMAIbHAS HH(OpMaIMs (IIEPCOHAIBHBIC JIAHHBIC)
oOpabatbiBaeMast B MHPOPMAITHOHHOM CHCTEME ITePCOHATTbHBIX JIaHHBIX.

Nudopmanuonnass cucremMa mnepcoHaabHbiX ganHbix (MCIL0n) —
uH(pOpMaIMOHHAs cucrema, 1pejicTaBisiomas coOoi COBOKYITHOCTh
IIEPCOHAJIBHBIX ~ JAaHHBIX, coJcpKamuxcs B 0a3e  JIaHHBIX, a  TaKKe
MH(QOPMAMOHHBIX TEXHOJIOTMH M  TEXHHYECKHX CPEJCTB, ITO3BOJSIOIIMX
OCYIIIECTBIIATE 00pabOTKY TaKHX IE€PCOHAJIBHBIX JAHHBIX C HCIOJIL30BAHUCM
CPEJICTB aBTOMATH3AMH UK O3 HCIIOJIE30BAHMS TAKUX CPEICTB.

HngopmanHoHHbIe TEXHOJIOTHH — [IPOLIECCHI, METO/IbI IIOMCKA, cOopa, Xpa-
HeHusl, 00padOTKH, NPEAOCTaBIEHUs, PACIPOCTPAHEHUS HHPOPMAIIUK M CIIOCOOBI
OCYLIECTBJICHUS TAKUX MPOILECCOB U METOJIOB.

Hcnoub30Banue MepPCOHANBHBIX JIAHHBIX — JIeHCTBUs  (Omeparum) ¢
IEPCOHAIILHLIMU  JIAaHHBIMH, COBEPILACMBIC OIEPATOPOM B IEIAX PUHSITHS
PEIEHUH MM COBEPLICHMsS HHBIX JEHCTBHII, NOPOXKAAOIUX OPHIUICCKUC
IIOCIIE/ICTBHS. B OTHOIUEHMHM CYOBEKTa INEPCOHATIBHBIX JAHHBIX MIIM APYILHX JIHII

100 MHBIM 06pa30M 3aTparuBarOoliux 1ipasa U CBOﬁOJIBl CY6’b€KTa [NEPCOHAIBHBIX
JAaHHBIX HWJIM JIPYTHX JIHIIL.



Mcrounuk yrpossl Gesomacuocru uudopmanun — CyOBEKT JIOCTYIIA,
MaTepuatbHbIi  OOBEKT MM  (DH3MYCCKOC SBIICHUC, SBILAIOIIMECH PUYMIION
BO3HHUKHOBEHHS YIPO3bl 0€3011aCHOCTH HH(MOpMAITHH.

Konrpoiaupyemasi 30Ha — [POCTPAHCTBO (TEPPUTOPHSA, 3JIaHUE, YacCTb
3/[aHNs, TIOMCIICHKC), B KOTOPOM HCKITFOUCHO HEKOHTPOJMPYEMOE IpeObIBaHHe
IIOCTOPOHHUX JIHIL, @ TAKKE TPAHCIOPTHBIX, TEXHUYECKUX M MHBIX MaTePUAIbHBIX
CpCICTB.

KonduaenuuajibHoCTh NEPCOHAIBLHBIX JAHHBIX — 00s3aTeIBbHOC JUIs
COOJIFOICHUS. OIIEPATOPOM KM HMHBIM TOJIyYHBIIMM JIOCTYII K IEPCOHAILHBIM
JIAHHBIM JIMIIOM TpeOOBaHWe He JIOIYCKaTh MX paclpocTpaHeHHE Oe3 coraacus
CYOBEKTA IIEPCOHAIBHBIX JTAHHBIX MJTH HATMYHS MHOTO 3aKOHHOIO OCHOBAHUS.

MeskeeTeBol  IKpaH —  JIOKaIbHOe  (O/HOKOMIIOHEHTHOC) — HIIH
(yHKIMOHAIIBHO-PACIIPE/ICNIEHHOE  MIPOrPaMMHOE  (IIPOrpaMMHO-AIApaTHoOL)
CPEICTBO (KOMIUIEKC), peaT3yIoIee KOHTPOJIb 32 HH(OPMAIMEH, IIOCTYNAKOLICH B
MHGOPMAIIMOHHYIO CUCTEMY TEPCOHAIBHBIX [AHHBIX M (MJIM) BBIXOJALICH W3
MH()OPMALMOHHOK CUCTEMBI.

Hapymurens 0€300aCHOCTH  HEPCOHAJBHBIX JAHHBIX — (PU3HUYECKOE
JHTI0, CIyYaHO MM MPCIHAMCPCHHO COBCPLUAIONICE JICHCTBHS, CIECACTBHEM
KOTOPBIX SIBIISICTCS HApYIIEHWE OE30MacHOCTH MEPCOHALHBIX JIAHHBIX P UX
00pa0OTKe TEXHWYECKHMMH CpEICTBaMH B HH(MOPMALMOHHBIX  CHCTEMax
NEPCOHAJILHBIX JIAHHBIX.

HeapromarusupoBannasi  o0padorka  NHepCOHAJIBHBIX  JIAHHBIX —
00paboTKa TICPCOHATBHBIX JaHHBIX, COACPKAIIMXCSA B MHOOPMALIMOHHOM CHUCTEME
[IEPCOHAJIBHBIX JIAHHBIX JIMOO M3BJIICYEHHBIX M3 TAKOM CHCTEMBI, CYHMTACTCS
OC}’HIGCTBﬂeHHOf"I oe3 HCITIOJIB30BaHHA CpcacCTB dABTOMAaTH3alluH
(HEaBTOMATHU3UPOBAHHOM), €CJIM TAKHUE ACHCTBUS C IIEPCOHAIILHBIMH JaHHBIMH, KaK
MCII0JIb30BAHKUE, YTOYHEHHE, DPACIPOCTPAHCHHE, YHHMUYTOKEHHME I1€PCOHAIBLHBIX
JaHHBIX B OTHOLIGHHHM KAaXJAOTO0 M3 CYOBEKTOB II€PCOHAIBHBIX JAHHBIX,
OCYIIECTBIISIFOTCS TIPH HEITOCPEACTBEHHOM YYaCTHH YEJIOBEKA.

HenexiiapupoBannbie BO3MOKHOCTH — (DYHKIIMOHAILHBIC BO3MOYKHOCTH
CPC/ICTB BBIMUCIUTEIILHOW TEXHUKH, HE OIMMCAHHBIC WM HE COOTBETCTBYIOIIHUC
OIMCAHHBIM B JOKYMCHTAlMH, IPH HCIIOIB30BAaHUH KOTOPBIX BO3MOXKHO
HapylIeHHEe  KOH(UICHIMAIBHOCTH,  JOCTYIHOCTH WM  IEJIOCTHOCTH
oOpabatkiBacMOit HHGOPMAITHH.

HecankumoHMpOBAaHHBIH A0CTYN (HECAHKIIMOHMPOBAHHbIC JCHCTBUS) —

JocTynl K MHGpopManmMu WM AedcTBus ¢ uHdopMalyei, Hapylarolme npapuiia
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pasrpaHiYeHyss  JIOCTyla € KCIOJB30BAHMEM  IUTATHBIX  CPEJICTB,
IPENOCTaBIIAEMBIX HH(POPMAIIMOHHBIMU CUCTEMaMHU TIEPCOHATBHBIX JIAHHBIX.

Hocuresas nngopmanuu — ¢pusnueckoe JUI0 WIH MATCPUATBHBIN OOBEKT,
B TOM YHCIIe (PU3HYECKOE TIOIE, B KOTOPOM HH(MOPMAITHST HAXOTUT CBOE OTPAKCHHC
B BUJIC CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUUECKHUX PEILICHUI U [IPOIIECCOB, KOJIH-
YCCTBCHHBIX XapaKTCPUCTUK DU3HUCCKUX BEITHYHH.

O0e3MMyuBAHUE NEPCOHANBHBIX JAHHBIX — JIEHCTBUS, B pE3yJbTare
KOTOPBLIX HEBO3MOKHO OIIPEACIHUTH IIPUHAICIKHOCT IEPCOHAIBHBIX JIaHHBIX
KOHKPETHOMY CYOBEKTY IIEPCOHAIBHBIX JJAHHBIX.

Ob6paGorka nepcoHANbHBIX [JaHHBIX — JICMCTBUA  (Omepaimu) C
MEPCOHAILHLIMHA  JIAHHBIMH, BKJIIOYas cOOp, CHCTEMaTH3alMI0, HaKOILUICHHE,
XpaHEHHeE, YTOYHCHUE (oOHOBICHME, H3MEHEHHE), UCIIOJIb30BaHME,
pacrpocTpaHeHue (B TOM 4YHCIE Mepenady), oOe3TnuuBaHue, OJOKHPOBAHHE,
YHHYTOKEHHE IMEPCOHAILHBIX JIaHHbIX.

OO0wmeocrynnble NepcoOHAIbHBIC JAHHbIC — [I€PCOHAILHLIC JAHHBIC,
JOCTYIl HEOI'DaHMYEHHOI'O Kpyra JIMI[ K KOTOPBIM [IPEJIOCTABJIEH C COIJIACHS
CyObeKTa IEPCOHANIBHBIX JAHHBIX WM HAa KOTOPhIE B COOTBETCTBMHU C
(enepanbHBIMM  3aKOHAMM HE pAacHpPOCTpaHseTcs TpeboBaHue CcoO/OACH s
KOH(HICHIINATBHOCTH.

Omneparop (mepcoHANLHBIX JIAHHBIX) — TOCY/ApPCTBEHHLIH  Opram,
MYHHLMIIAILHBIA OPraH, OPHIMYECKOe WK (PU3NYECKOE JIUIO, OPraHU3YIOIIEe 1
() ocymecTBIsIOMIEe 00pabOTKY NEPCOHANLHBIX JAHHBIX, a TaKKe
OTIPENIEIISTIONINE 1IEIH U COZIep kaHne 00paboTKH NMepCOHANBHBIX JTAHHBIX.

Texnnyeckue cpejacrsa HH(POPMANMOHHONH CHCTEMBI IEPCOHAIBLHBLIX
JAAHHBIX —  CPCACTBA  BBIYMCIMTEILHOM  TEXHMKHM,  MH(OPMAIMOHHO-
BBIYHCIIUTEIIBHBIC KOMILICKCHI M CETH, CPEJCTBA M CUCTEMBI MCPEAayn, MpHeMa
oopadorku IIJ{n (cpencTBa W cHCTEMBI  3BYKO3AIlMCH, 3BYKOYCHIICHHS,
3BYKOBOCIIPOU3BC/ICHUS, TICPEIrOBOPHBIC M TEIEBU3HOHHBIE YCTPOWCTBA, CPE/ICTBA
U3rOTOBJICHUS, TUPAKMPOBAHMs JOKYMEHTOB M JPYI'HC TCXHHYECKHE CpEJICTBA
00pabOTKH PeueBoi, rpaguyecKoii, Bujeo- 1 OyKBeHHO-IIU(POBOI nH(OpMaIm),
IPOrpaMMHBIE CPEICTBA (ONEPALMOHHBIE CUCTEMBI, CHCTCMBI YIIPABIICHHs OazaMu
J@QHHBIX W TIL), CPEACTBA 3alIUTBl  HMH(OpPMALMM, NPHUMEHACMBIC B
HH()OPMALMOHHBIX CHCTEMAX.

IlepexBaT (Mu¢oOpManuu) — HEIPABOMEPHOE MOJIYYCHHE MHPOPMAIMH C

HCIIOJIb30BAHMEM TCXHHMYECKOI'O CpEACTBA, OCYIICCTBISIIONICIO OOHAPYKECHHC,
IpUeM U 00pabOTKy HHPOPMATHBHEIX CUIHAJIOB.



[lepconannupie panmbie — nodas wuHGOpMAanUs, OTHOCSIIASNCS K
OlIpe/ICJICHHOMY MM  OIpeJelisieMOMY HA OCHOBAaHHM TakoW wuHMOpMAaImu
Guznueckomy iy (CyObEKTY MNEPCOHAIBHBIX JAHHBIX), B TOM 4HCIE €ro
(GamMuIMs, UMsI, OTYECTBO, T'OJI, MECSLL, JIATA U MECTO POXKJICHHUS, aJ[PEC, CEMENHOE,
COLHAJIbHOE, HMMYUIECTBEHHOE IIOJIOKEHHEe, OoOpasoBanue, Hpodeccus, MOXO/IbI,
Apyrast HHQOpMarus.

IMobounbre JIEKTPOMATrHHTHBIE H3J1YYEeHUsI n HABOJKH —
3JICKTPOMATHUTHBIE H3IIYYEHHUS TEXHMYECKHUX CpeACTB OOpaldOTKH 3alUIaeMon
MHOOpMAIMK,  BO3HUKAIOIME KAK TMOOOYHOE  SBICHHEC W BBI3BAHHBIC
3JIEKTPUUECKMMH CHIHAJIAMH, JIEHCTBYIOIIMMH B MX DJIEKTPUYECKUX U MATHUTHBIX
IEAX, a TAKXKE JIEKTPOMAarHUTHbIC HABOJKHU 3TUX CHTHAJIOB HA TOKOIPOBOJISIINE
JTMHMH, KOHCTPYKIIUH U LEIH [TUTAHUSL.

IlosmTHKa  «YHCTOrO0  CTOJA» —  KOMIUIGKC  OpPraHU3allMOHHBIX
MCPOIPHUATHH, KOHTPOJMPYIOIIMX OTCYTCTBHUE 3allUChIBAHUS Ha OyMaKHBIC
HOCHTEJIM KIIOYCH M aTpuOyTOB mocTyma (maposieid) M XpaHeHHs uX BOIM3M
O00BEKTOB JOCTYIIA.

IMoab3oBarTens MHPOPMANMOHHONH CHCTEMBI NMEPCOHAJILHBIX JTAHHBIX —
JMI0, y4YacTBYIOmEe B  (DYHKUMOHMPOBAHMHM HHGOPMALMOHHOM  CHCTEMDI
[IEPCOHAJIbHBIX JJAHHBIX MJIM UCIOJIb3YIOLIEE PE3YIbTAThI €€ (DYHKIIMOHHPOBAHHSL.

IIpaBuiia pasrpanu4eHus A0CTYNA — COBOKYITHOCTD IPABMJI, PErJIAMEHTH-
PYIONIHX IIpaBa J0CTyIa CyOBEKTOB AOCTYIIA K 00bEKTaM JOCTYIIA.

IIporpammuas 3aKj1ajaKa — KO/l [[pOIPAMMBI, IPEAHAMEPEHHO BHECCHHBIN B
IPOrpaMMy C LEJIBIO OCYIIECTBUTh YTEUKY, U3MECHUTH, OJIOKHPOBATH, YHHYTOKHUTD
MHQOPMALMIO MIIM YHHYTOKUTH U MOAM(DUIMPOBATH IIPOrPaMMHOE oOecrieueHue
HH(OPMALIMOHHOM CUCTEMBI IIEPCOHATIBHBIX AAHHBIX M (WiIH) OIOKMPOBATL arla-
paTHbBIE CPEICTBA.

IIporpammuoe (nporpaMMHo-MaTeMaTHYECKOE) BO3/IEHCTBHE —
HCCAaHKIMOHUPOBAHHOC  BO3ACHCTBHE HAa  PECypChl  aBTOMATH3MPOBAHHOM
MH(OPMALMOHHON CHCTEMBI, OCYLIECTBIIIEMOE C HCIIOJIb30BAHUCM BPCIOHOCHBIX
IPOrpaMM.

PackpoiTHEe NEPCOHANBLHBIX JAHHBIX — YMBIIUIEHHOE MM ClydaiiHoe
HApyLICHUE KOHPUACHIMAIBLHOCTH TIEPCOHAIBHBIX JAHHBIX.

Pacupocrpanenne nepcoHaIbHBIX JAHHBIX — JICHCTBUS, HaIpPaBICHHbIC
Ha mepejayy ICpCOHANBHBIX JAHHLIX ONPEJIeIeHHOMY Kpyry Jmi (mepejgaua
NEePCOHAIbHBIX JIAHHBIX) MM HAa O3HAKOMIICHHE C IE€PCOHAJBLHBIMU JIAHHBIMU
HEOI'PAHUYCHHOTO Kpyra IMI, B TOM 4uciie OOHApOJOBaHHE IEPCOHAIBLHBIX
JAAQHHBIX B CPEACTBAX MAcCCOBOM MH(pOpMANWH, pasMelieHue B MHPOPMAIMOHHO-



TCIICKOMMYHHKAMOHHBIX CETSAX WM IPEJAOCTaBICHHUE JIOCTYIIA K IEPCOHATLHBIM
JIAHHBIM KaKMM-JIM0O MHBIM CIIOCOOOM.

Pecypc  undopMammoHHoil  CHCTeMbl —  HMEHOBAHHBIH  JJIEMCHT
CHCTEMHOI'0, INPHMKJIAJHOIO0 WJHM allapaTHOro odecrnedeHus (QYHKIMOHHPOBAHMUS
HH(pOpMaHOHHOH CHCTEMBI.

Crnenpanbupie KaTeropuv IEepCOHAJNBHBIX JIAHHBIX — TEPCOHAILHEBIC
JaHHDbIC, KACAIOLIHECA PACOBOH, HALIMOHAILHON MPUHAICKHOCTH, TTOJTHTHICCKUX
B3IJISIIOB, PEJAMIMO3HBIX MIH (UIOCO(DCKUX yOEXICHUI, COCTOSHUS 3M0POBBS U
MHTUMHOM JKHU3HH CyOBEKTa [IePCOHAIBHBIX JaHHBIX.

Cpeacrsa BbIYMMCIHTEABHOH TEXHHKHU — COBOKYITHOCTH MPOIPAMMHBIX H
TEXHHYCCKHX  OJICMCHTOB  CHUCTeM  OOpaOOTKM  JIaHHBIX,  CIIOCOOHBIX
(PYHKIMOHHPOBATH CAMOCTOATE/ILHO MM B COCTABE IPYTHX CHCTEM.

Cyb0sexT poctyna (cyObexkT)— JIMIO WIH TIPOIECC, ACHCTBUS KOTOPOIO
PErIIaMEeHTHPYIOTCS IIPaBUIaMH pa3rpaHUYEHHUsI JIOCTYIIA.

TexHu4yecKMi KaHaJl yTeYKH UHQOPMAUMHU — COBOKYIIHOCTH HOCHTEIIS
uHpopmaluu  (cperctBa  00pabOTKH), (U3MYECKOH Cpelbl PaclpOCTPaHCHHS
MH(OPMATUBHOIO CHIHAJa W CPEICTB, KOTOPBIMH J0OBIBACTCS 3allUIACMast
uHpopMarms.

Tpancrpanuunas mnepegada NepPCOHANLHBLIX JAHHBIX —  IIepejaua
[IEPCOHAJILHBIX ~ JJAHHBIX  OIIEpaTOpoM uepe3 [ oCynapCTBEHHYIO  I'DAHMILY
Poccuiickoit ~ Mexepanum  opraHy  BIacTH  HMHOCTPAHHOI'O  IOCYyJapcTBa,
(puznyeckoMy MM IOPUANIECKOMY JIMILY HHOCTPAHHOTO TOCY/AapCTBa.

¥Yrpo3el 6€30MacHOCTH MePCOHANBHBIX JIAHHBIX — COBOKYITHOCTD YCIOBHIA
¥ (aKTopoB, CO3JAIONIMX OIACHOCTh HECAHKIMOHUPOBAHHOIO, B TOM YHCIC
CITy4aiiHOTO, JIOCTYIIA K HEPCOHAIBHBIM JIAHHBIM, PE3yJIbTaTOM KOTOPOIO MOJKET
CTaTh YHHYTOXKEHHME, U3MEHEHHE, OJIOKUPOBaHUE, KOIIUPOBAHUE, PACIPOCTPAHCHHUE
NIEPCOHAJIBHBIX JIaHHBIX, & TAKXKE MHbIX HECAHKIMOHUPOBAHHBIX JCHCTBHIA IIPH X
00paboTKe B HH(POPMAIIMOHHOMN CHCTEME [IEPCOHATIBHBIX TAHHBIX.

YHMYTOKEHHE MEPCOHANBLHBIX JAHHBIX — JICHCTBUA, B pE3yJLTare
KOTOPBIX HEBO3MOYKHO BOCCTAHOBHTHL COJIEP/KaHME TEPCOHATIBHBIX JAHHBIX B
MH(DOPMAIIMOHHOM CHCTEME IIEPCOHAIBHBIX JAHHBIX MIIM B PE3YILTAaTe KOTOPBIX
YHUYTOXKAKOTCS MAaTCPHANIBHBIC HOCUTEHU [IEPCOHAJIBHBIX JAHHBIX.

¥Yreuka (3ammmaemMoii) uH@OpMANMH 10 TEXHHYCCKHM KAHAJIAM —
HEKOHTPOJIMPYEMOE PACIIPOCTPAHEHUE MH(OPMAIMKU OT HOCUTEIIS 3allHIIacMOil
HHpOpMALMKM  Yepe3  (PUBMYECKYIO Cpelly [0 TEXHHYECKOIO CpEJICTBa,
OCYIIECTBIISAFONIErO IIEpeXBaT HHPOPMALIUH.



Yupexnenue — ["ocynapcTBeHHOE 010/KETHOE YUPEIK/ICHHE
3apaBooxpanenus Kanununrpajckoii o6mactu «"opoackas nonukiaunauka Ne 2.

VsizBumMocTb — ciabocTh B CPEACTBAX  3allUTBI, KOTOPYIO MOSKHO
HCIIOJIB30BATh JUIsl HAPYLICHHS CHCTEMBI WU COJIEprKalleiCs B Hell HH(OpMaIHH.

IleaocrnocTs uHgopManuu — CIIOCOOHOCTH CPE/ICTBA BBIYMCIIMTC/ILHOM
TEXHHKH WA ABTOMATH3UPOBAHHOH CHCTEMBbI 00ECIeYHBATh HEHM3MEHHOCTDH
HHGQOPMAIMK B YCIOBHAX CITy4aHHOrO0 H/WIM IPEIHAMEPEHHOIO0 HCKaKEHHs

(paspyuieHus).
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OBO3HAYEHUS U COKPAIIIEHU S

ABC — antuBHpYCHBIE CpeICTBA

APM — aBromatH3upoBanHoe pado1ee MecTo

BTCC — BciomoraresnbHbIe TEXHHYECKUE CPEJICTRA U CHCTEMBI
WCIT/IH — nH(pOpMaHOHHAas CHCTEMA ITEPCOHATBHBIX JIAHHBIX
K3 — koHTponupyemas 30Ha

JIBC — j1oKa/IbHAs BEIYUCITHTEILHAL CETh

MD — mexcereBoi HKpaH

HC/I — HecaHKIIMOHUPOBAHHBIH JTOCTYII

OC — oneparmonnas cucrema

I1/In — nepcoHasbHbIC JaHHBIC

[IMB — nporpaMMHO-MaTeMaTHYECKOE BO3ICHCTBHE

[TO — nporpammuoe obecricycHue

ITOMHWH — nobounble 31eKTpOMarHUTHbIE U3ITYYEHHS 1 HABOIKH
CA3 — cucrema aHaIM3a 3alHIICHHOCTH

C3H — cpencra 3amuThl HHGOpMALTHH

C3I1/IH — cucrema (1ojiIcucTeMa) 3alUThI IEPCOHATBHBIX JIAHHBIX

COB — cuctema oOHapyKEHHsI BTOPXKCHHUH
TKVYH — rexnuyeckue KaHa bl yTeUKd HHQOPMAIIIK
YBII/IH — yrpo3sl 0€3011aCHOCTH NICPCOHATBHBIX JTAHHBIX
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BBE/JIEHUE

Hacrosmas Kounemus uadopmaiponnoin  0eszomacnoctn  MCIIJIH
["ocypapcTBEHHOTO O10/[KETHOTO YUPEIKICHUS 3JIPaBOOXPAHCHMSI
Kammuunarpagckonn  obmactn  «l'opojckas  nonukiupuka  Ne2y ([lamee -
[TomukIHHUKH) sABIsIETCST OPHUUHAIBLHBIM JOKYMEHTOM, B KOTOPOM oOMpejieleHa
cucremMa  B3MISAOB  HAa  obecrieyenne  MHGOpPMAMOHHONW  Oe301acHOCTH
[TOJMKIIMHMKHA W [OJAIOTOBJIEHA B COOTBETCTBMM ¢  MeToJnyecKuMu
PECKOMCHIAALMAMM JUIsi OpPraHM3alMyd 3aluTel HHGOPMAIMU IIpH 00paboTKe
IICPCOHAIBHBIX JAHHBIX B YYPEHKICHHUAX 3/(PABOOXPAHEHHMs, COLMATILHOH cpephbl,
TpyJa M 3aHATOCTH, pa3paboTaHHBIMM MMHHCTEPCTBOM 3/PaBOOXPAHCHHS U
conmanpHoro passurus Poccuiickoit  @exepanud M COIJIACOBAHHBIMHM  C
DejiepanbHON CITyKO0H TAMOXKEHHOTO YKCIIOPTHOrO KOHTpouss 22 aexabps 2009
roja.

HeoOxojumocth paspadorku Konuenuunm o0ycioBiieHa CTPEMHTEILHLIM
pacmpenueM cdepbl MPUMEHEHHsT HOBEHIINMX MH(OPMALIMOHHBIX TEXHOJIOTHH M
IpolleccoB B  YupekjeHHdH, upu oOpaborke wunpopManuu BooOmie, U
IIEPCOHAIBLHBIX JIAHHBIX B HACTHOCTH.

Hacrtosimass KoHuenuus oOnpeneiseT OCHOBHBIC LIEJIM W 3aa4M, a TaKKC
o0IIyI0 CTpATErui0 IOCTPOSHHUSI CHCTEMBbl 3aUIUTBI NEPCOHAIBHBIX JIAHHBIX
(C3I1n) IMosmknuauku. KoHuenmwst orpeaesnseT OCHOBHBIE TpeOOBaHUs U
0a30BBIE TIOAXOMBI K HX peaju3alud, Ui JOCTHOKEHHUS TpeOyemMoro ypoBHs
Oe3omacHocTH HHOpPMaIIKH.

Konnernmmst pazpaboraHa B COOTBETCTBUM C  CHCTEMHBIM IIOJAXOJOM K
obecrieueHUI0  MHGPOPMALHUOHHOH  0€30MaCHOCTH. CuCTeMHBIH  MOJXO[
IPEIOoNIaracT  MPOBEACHUE  KOMIUICKCA  MCPOIPHUATHN,  BKIIOYAIONIMX
MCCIICIOBAHHE YTPO3 MHPOPMAIMOHHON 0€30macHOCTH U pa3pabOTKy CHUCTEMBI
ganThl  [IJ{H, ¢ TO3MIMM KOMIUIEKCHOTO TIPUMEHEHHMS TEXHHYCCKHX W
OpPraHU3alMOHHBIX MEP U CPEJICTB 3aITUTHI.

[Ton undopmarmonnoit 6ezonacnocteio [1/lH nonmMaeTcs: 3alMIIEHHOCTD
IEPCOHAIBHBIX JIAHHBIX M oOpadaTbiBaronieil MX HMHPPACTPYKTYpe OT JIIOOBIX
CIIyYallHbIX WJIM 3JIOHAMEPEHHBIX BO3JCHCTBUM, PE3YJIbTATOM KOTOPBIX MOXKET
SBUTLCS HaHeceHue yiepda camoi umupopmanuu, ee BiajeiblaMm (cyObexkram
[1/11) wum undpacrpykrype. 3ajaun HHGOPMAIIMOHHOM 0E301IACHOCTH CBOJISITCS K
MUHHAMH3allMH yiiepOa OoT BO3MOXKHOW peanu3anuu yrpo3 oesomacuoctu [1/{H, a
TAK)KE K IIPOTHO3UPOBAHUIO U MPCAOTBPAIICHHIO TAKUX BO3/ICHCTBUIA.

KoHnuermmss  ciayuT  OCHOBOM  Juist  pa3paboTku KOMILIEKCa
OpraHu3allMOHHBIX M TEXHHYECKHX Mep M0 obecredeHnuio HHPOPMaIMOHHOM
0€30M1aCHOCTH HOJ’II/IKHHHHKH, a  TaKiKC HOPpMAaTHBHBIX 51 MCTOAHNYCCKHUX
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JIOKYMEHTOB, 00€CIIEYHBAIOIUX €€ peallM3aluio, U HE IPEIoNaracT I0JAMCHBI
dyHKImii  rocymapcTBCHHBIX  OpraHoB  BiacTH  Poccuiickoi  denepaiu,
OTBEUAIOIMX 3a obecrieyeHue 6e30macHOCTH MHMOPMAIMOHHBIX TEXHOJIOTHH M
3aluTy HHGOpMaLmy.

Konuenuus sBiasieTcss MCTOAOIOI MYECKOH OCHOBOM IS

- (OpMUPOBAHKS U POBEICHHUS SJIMHO HOJIUTHKA B 00J1aCTH 00€CIICUCHNMS
oesonacuoctu [1)1a 8 UCII1u [TonmkimHuky;

- IPUHATHSA YIIPABICHYCCKUX PEIICHUN U pa3pabOTKH IIPAKTHIECKUX MEP 110
BOILIOLCHUIO MONMTHKM Oesomacuoctd [1JIlm u  BbIpadOTKHM  KOMIUICKCA
COIJIACOBAHHBIX mep HOPMAaTHUBHO-IIPaBOBOIO, TEXHOJIOTUYECKOTO %}
OpPraHM3alMOHHO-TEXHMYECKOI'0 XapakTcpa, HalpaBiICHHBIX Ha  BbIABICHHE,
OTPaKEHHE ¥ JIMKBHIAIMIO IIOCIE/ACTBMH pealn3alvy pasjiMYHbIX BHIOB YIpo3
[T1H;

- KOOP/IMHAIIMH JEATETLHOCTH CTPYKTYPHBIX MOJpasjieiacHui [ommkimHuKu
npu mpoBeacHuy pador 1o passutuio u sxcruryataiun UCII/In ¢ cobmoaennem
tpeboBanuii odecrievenus desonacunocty [1/11;

- pa3pabOTKH  TPEJUIOKEHUI 110  COBEPIIEHCTBOBAHMIO  [PABOBOIO,
HOPMATHMBHOI'O,  METOAMYECKOr0,  TCXHMYECKOr0 ¥ OPraHM3aliMOHHOIO
obecnieuenns 6ezonacuocty [1J1n 8 UCILIH [lonuknuuuku.

O6nacts npumeHeHus KoHLENIMKU pacrpocTpaHaeTcs Ha BCE CTPYKTYPHbBIC
nojpaszaeneHus [ToMMKIMHUKY, OKCILIyaTUPYIOLME TEXHHYCCKUC U IPOTrPaMMHbIC
cpeacrBa MCII/IH, B KOTOPBIX OCYLLECTBIIAETCS aBTOMAaTH3MPOBaHHAs 00paboTKa
[[Jln, a Taxke HA T[OAPA3ACICHHUS, OCYLIECTBISIIOIIME COIPOBOXKICHHUC,
obciy:kuBaHe U obecrieueHne HopMaapHoTro (hyHKuHonuposanus MCITIH.

[IpaBoBoii ©0aszoit s pa3paboTku Hacrosmerd KoHuenuuu ciryar
TpeOoBanus JAcHCTBYIOmMX B Poccum 3aKOHOAATENBHBIX M HOPMATHBHBIX
JOKYMEHTOB 110 00€CIICYeHHIO Oe30TIaCHOCTH NepcoHaIbHbIX AaHHBIX (11/1H).
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1 O0mue moJ1oKeHus

Hacrosimas KoHuenmusa omnpeae/seT OCHOBHbIE LEIM M 3aja4dH, a TakKe
O0LYIO CTPAaTeruio IIOCTPOCHHS CHUCTEMbl 3alUTBI IIEPCOHAIBHBLIX JIAHHBIX
(C3I[11n) MMomuknuuuku, B coorBercTBUU ¢ [lepeunem WCII/In. Konuernus
OlIpe/ieNsieT OCHOBHBIE TpeOoBaHMS M 0a30BbIE€ MOAXOABI K MX pealu3aluu, JULL
TOCTHKCHHUA TPeOYEeMOro ypoBHs 0€30TIaCHOCTH HH(OPMAIIHH.

C3II/In npexncraBiasieT coOOH COBOKYNHOCTh OPraHM3allMOHHBIX U TEX-
HUYECKUX MeponpusiTui s 3amuTthl [1JI[H oT HempaBoMepHOTro MM CIy4anHOro
J0CTyIla K HUM, YHUYTOXKCHMS, U3MECHECHHUs, OJIOKMUPOBAHUA, KOIMPOBAHMS, pac-
npocrpanenus [1JIH, a Takxke UHBIX HENPABOMEPHBIX JIEHCTBUN C HUMH.

be30racHOCTh NMEepCOHANBHBIX JAHHBIX JOCTHUTAeTCS ITYTEM HCKITIOUEHMUs
HECAHKIIMOHUPOBAHHOIO, B TOM YHCIIE CIIYyYaiHOro, JIOCTYNa K IEPCOHAILHBIM
JaHHBIM, PE3YJILTATOM KOTOPOTO MOMKET CTaTh YHUYTOKEHHE, H3MEHCHUE,
0JIOKHUpOBAHHUE, KOITMPOBAHKUE, PACIIPOCTPAHCHHUE IICPCOHAIBHBIX JAaHHBIX, @ TAKKE
MHBIX HECAHKLMOHUPOBAHHBIX JIEHCTBUM.

Ctpykrypa, coctaB ¥ ocHoBHBIC GyHKIMH C3I1/IH onpeaensoTes UCXo/1s U3
kinacca MCIIAn. C3I1[n Briroyaer OpraHM3alMOHHBIC MEpPbl H TEXHHYCCKHE
cpeAcTBa  3amuTel  HHQopMamuu (B TOM  4Mcle  IM(POBAIbHbIC
(kpunTorpaduyeckue) Cpe/CTBa, cpeJcTBa PEIOTBPAIIEHUS
HECAHKIIMOHMPOBAHHOIO  JIOCTYyNa, YTEYKM HHQOpPMAMKU 110 TEXHUYECKHM
KaHajaM, IPOrpaMMHO-TEXHMYECKMX BO3JIEHCTBHII HAa TEXHHMYECKHE CpPE/ICTBa
oopaborku IIJ{H), a Takke wHCHOAB3yeMble B HH(DOPMALMOHHON CHCTEME
MH()OPMALIMOHHBIE TEXHOJIOTHH,

DT MEpPBI IPU3BAHBI 00ECIICYNTD:

- KOHPHJACHIHAIBLHOCTH HH(pOpMaIH (zamqura oT
HECAHKIITMOHUPOBAHHOI'O O3HAKOMJICHHS );

- NEJIOCTHOCTL  MH(pOpManmu  (aKTYajJbHOCTh M HEIPOTHMBOPECUYMBOCTD
uHpOpMalUK, €€ 3alUIIEHHOCTh OT pa3pylICHHS H HECAHKIHOHUPOBAHHOIO
M3MCHCHHS);

- IOCTYNHOCTL MH(pOPMALUK  (BO3MOXKHOCTb 3@ IPHEMJIEMOE BpEMS
MOJIyYHUTh TPEOYEeMYI0 HH(MOPMAIHOHHYIO YCIIYTY).

Craguu cozmanus C3I1JIH BKIIOYAKOT:

- IPEJUIPOCKTHAS CTajusd, BKIIOYAIOAs MPEANPOSKTHOE O00CICH0BAHIC
WUCIIn, pa3paboTKy TEXHMYECKOro (4aCTHOTO TEXHHYECKOI0) 3ajaHus Ha €c¢
CO3JIaHME MJIA OTIEIBHOIO pa3jeiia TEXHHUYECKOro 3aaHus;

- CTajJus NPOEKTUPOBaHUA (pa3paboTku npoekToB) U peanusarmu UCIT i,
BKirouaromast paspadorky C3I1{u B cocrase UCIT /I,
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- craaus BBoza B aercrere C3I1/1x, BKmogaromas ompITHYIO SKCIUTYaTaIHIo
W NPHUEMO-CIaTOYHBIC UCIIBITAHHUSA CPEACTB 3alIUTEI PIHdI)OpMaLIIfIH, a TAKKEC OLCHKY
coorsercTBusg UCII/IH TpedoBanusm 0e3011acHOCTH HH(POPMALIHH.

Opranu3anyoHHBIC MEPBl IPCAYCMATPUBAIOT CO3LAHHC H IIOAJACPIKAHHC
npaBoBoi 0a3pr OesomacHoctn I/l u paspaborky (BBeAcHuE B JAcHCTBUE)
npeayemorpennnlx  [lonmutukoi uupopmaunonnod 0OesonmacHoctu  MCI/Iu
CJIEIYIOIIMX OPTraHu3allHOHHO-PACIIOPAIUTEIBHBIX JOKYMCHTOB:

- Iman meponpusaTui o odecneuenuio 3amwutel [1J{n npu ux obpaborke B
NCITH;

- [Inan mepomnpusiTuii Mo KOHTPOIIO odecnevyenus 3anmThl [1/1H;

- [Topsinok pesepBupoBaHHs M BoccTaHOBIIEHHs pabotocrnocodHoctd TC u
10O, 6a3 nannpix 1 C3U;

- JlomxknocrHass  uHceTpykumst — aamuuuctpatopa MHCII[ln B gacTm
obecneyenus 6ezonacuoctu I1IH npu ux o6padorke B UCI1/IH;

- JloJpKHOCTHAst HHCTPYKLMS aamuuucTparopa 6ezonacnoctu UCIL L,

- HoipxkHocTHas MHCTpyKIus nosb3oBatens UCIIJIa B gactn oOecrieuenus
oesonacuoctu [1/1n npu ux o6padorke B UCIT/1H;

- MucTpyknus Ha ciydail BOBHUKHOBEHMSI BHEIITATHON CUTYaIlUH;

= PGKOMGHI{aHHH IT0 MCIIOJIB30BaHUIO IIPOrpaMMHBIX M allllapaTHLIX CpeACTB
3alUTHI HHPOpMALIHH,

Texnuuyeckue Mepel 3alUTHl PEAU3YIOTCS [IPU IIOMOILM COOTBETCTBYIOIIUX
[IPOrpaMMHO-TEXHHYECKUX CPEACTB U METO0B 3aIUThI.

Ilepeuenr HEOOXOIMMBIX MeEp 3alIUTBI HHOOPMAIMU OMPEACISIETCS I10
pesyibraram BHyTpenHel nposepku 6ezomacuoctu UCII [ [onukimaukmy.
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2 3apaun C3I1/1n

OcnoBHoll nenpro C31IH sBIseTCd MUHUMH3ALMS yIIepoa OT BO3MOMKHOM
peanu3anuu yrpos 6e3onacuoctu [1)]H.

Jist nocTtukeHusT OCHOBHOM Ienu cuctema Oe3omacuoctu [1/]n MCITIn
JOJKHA 00ecieynBaTh Y GEKTUBHOE PENIEHNE CIEAYIONNX 3a1ay:

- 3aI0MTY OT BMeEWareabcTBa B Imporiece ¢ynkuuonuposanus MCII/Iu
IOCTOPOHHMX JIMLL (BO3MOKHOCTB HcIoib3oBanuss AC u JIocTyIl K €e pecypcam
JOJDKHBI  HMMCETh  TOJBKO 3apPErMCTPUPOBAHHBIE  YCTAHOBJIEHHLIM  IOPSJIKOM
10JIb30BATCITH );

- pa3rpaHMyeHue  JOCTyIla  3apEerUCTPUPOBAHHBIX  IOJIL30BATEIed K
armapariblM, —IIPOrpaMMHBIM M HHpoOpmalMoHHBIM  pecypcam  MCIIJIn
(BO3MOKHOCTH JIOCTYIAa TOJNBKO K TEM PECypcaM M BBINOJIHCHMS TOJBLKO TCX
OIICpaLMi C HUMH, KOTOpPble HEOOXOAUMBI KOHKpPETHbIM mons3oBaTensim MCIT)[n
JUIA  BBINOJIHEHHSI CBOMX CIYKCOHBIX OOS3aHHOCTEH), TO €CTh 3alUTy OT
HECAHKLIMOHUPOBAHHOTO I0CTYTIA!

a) K uupopmauuu, nupkynupyromei B UCITJH;

0) cpejcrBam BeluuciuteabHoi Texuuku UCITJH;

B) anIlapaTHBIM, IPOrPAMMHBIM M KPHUITOrPaQUYCCKUM  CPCACTBAM
3amuTel, uciionbdyeMmeiM B UCTT I H;

- pErucCTpanuio  JICMCTBHMH  IMOJIB30BATEIE€H  MPU  HCIOJB30BAHHUH
samuuiacMelx pecypcoB MCIIJIH B CUCTEMHBIX JKypHaJaX W IEPHUOJIHYCCKHI
KOHTPOJIb KOPPCKTHOCTH JIEHCTBUI II0Jb30BATE/ICH CHUCTEMbl MyTeM aHaIu3a
COZEPIKUMOI0 ITUX KYPHAJIOB;

- KOHTPOJIb LEJIOCTHOCTH (0OecieyeHne HEU3MEHHOCTH ) CPEIbl MCITOIHEHHS
[IPOrpamMM M €€ BOCCTAHOBJICHUE B CJIYYae HAPYIICHUS,

- 3al0MTY  OT  HECAaHKUMOHMPOBAHHOHM MOIMGUKAIMH U  KOHTPOJIb
ea0CTHOCTH ucojb3yeMbiX B MCIT/IH nnporpaMMHBIX CPEACTB, a TAKXKE 3alUTY
CHCTEMBI OT BHEAPEHHUsI HECAHKIIMOHUPOBAHHBIX TIPOTPaAMM;

- 3amuTy IIJ[H OT yTeykH 1O TEXHMYECKMM KaHajam Ipu e¢e 00paboTke,
XpaHEHUHU U 1Iepelave o KaHajaaM CBS3H;

- samury [1JIn, XxpanuMoii, oOpabareiBaeMON U 11€pelaBacMoil 10 KaHajiaM
CBA3H, OT HECAHKLIMOHUPOBAHHOI'O PA3IJIAICHUSA UIH HCKAMKEHMUS

- obecricueHHe  JKMBYYECTH  KPHITOTPA(HUYECKHX  CPEACTB  3all(UThI
MH(OPMAIUH ITPH KOMIIPOMETALIMN YaCTH KIIIOYEBOH CUCTEMBI,

- CBOCBPEMEHHOC BBIABICHHE HCTOYHHUKOB yrpo3 OcsomacuHoct I1)[n,
IPUYUH ¥ YCIIOBHH, CIOCOOCTBYIOIIMX HaHECCHUIO yuiepOa cyObexram I1)1H,
CO3/IaHUC MCXaHM3Ma OIIEPATHBHOTO PearupoBaHusi Ha yrpo3sl bezomacnoctu 11/
U HEI'aTUBHBIC TCHJICHIHH;
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- CO3/aHKMe YCJIOBHH JUIS MHHUMH3aLUM U JIOKAJIM3alUHA HAHOCHMOrO
yiiepba HENPaBOMEPHBIMH JCHCTBHAMU (PU3MYECKUX M IOPHMYECKHX JIHII,
ocnablieHie HEraTMBHOIO BIIMSHUS M JIMKBHJIAIMS TIOCJICACTBHM HapylICHUs
6ezomacHoctu [1/1H.
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3 O0beKTHI 3aMTHI
3.1 Ilepevuens HHPOPMALUMOHHBIX CHCTEM

B rocynapcTBEHHOM — OIO/UKETHOM — YUPCHKIACHHMH  3JpABOOXPAHEHHH
Kamununrpajckoit oOnactu  «l'opojackas mnoivkiIMHUKA Ne2y  1IpOM3BOAMTCS
00paboTKa IEPCOHANBHBIX JAHHBIX B HH(DOPMAIIMOHHBIX cHCTEMa 00padOTKM
niepconainbubIX JanHbX (MCIIH).

ITepeuens MCII/IH ompenensercs Ha ocHoBanuud OTyera 1O pe3yiabTaTram
BHYTPEHHEMN IIPOBEPKH.

3.2 llepeyeHb 00BEKTOB 3AIUThI

OO0beKTaMH 3alUThI ABJISIFOTCS — MH(popManusi, oOpadateiBacmast B UCI1/1H,
U TEXHHYCCKHE cpeacTBa ¢¢ 00paboTku M 3amuThl. llepedyeHs mepcoHalbHBIX
JIAHHBIX, MO/UIEkKAlIMe 3aliuMTe, onpejeleH B llepeuyHe nepcoHaIbHBIX HaHHBIX,
nojuiexkamux 3amure B UCII.

OOBEKTHI 3aUUThI BKJIKOYAIOT:

1) OOpabateiBacMmas uHGOpMALIUS.

2) TexHoyiornueckas HHPOPMALIHS.

3) [IporpaMMHO-TEXHUYECKUE CpeAcTBA 00PAOOTKH.

4) Cpencta 3amurs! [1)1H.

5) Kananel naopMaimoHHOT0 00MEHA U TCICKOMMYHUKALTHH.

6) OOBEKTHI U IOMELIEHHS, B KOTOPBIX pa3MelieHbl KoMnonenTsl MCI/1n.

18



4 Knaccupuxauus noaszosaresneid UCIIAn

[Tons3oBarenem NCIIIu SIBJISICTCSI JIAIIO, Yy4aCTBYIOIICE B
(YyHKUMOHMPOBAHUM HMHMOPMAIMOHHONW CHCTEMBI IEPCOHANBHBIX JAHHBIX WM
HCIIOJIB3YIOLICEC pe3yibTarel ee (yHknuonuposanus. Ilonanzosatenem WCIIn
spysierca mo0oi corpyauuk [omukimuuku, uMeronmii gocryn k UCIIn u ee
pecypcam B COOTBETCTBMHM C YCTAHOBJICHHBIM IIOPSIIKOM, B COOTBETCTBHHU C CIO
(GYHKIHOHATBHBIMU O0S3aHHOCTAMM.

[Tonezosarenn UCIT/In nensites Ha TpU OCHOBHBIC KATETOPHH:

1) Anmunncrparop  MWCIIAn. Cotpymuukn  TTONHMKIMHUKH, KOTOPBIC
3aHMMAlOTCA  HACTPOMKOM, BHEJPEHHEM M COINPOBOXKICHHEM  CHCTEMBI.
Anvuauctparop UCIT/In oGnamaeT crieayrommM ypoBHEM JA0CTYIIA:

- o0najaer 1NOMHOH HMHpOpPMaNMEH O CHCTCMHOM H  [PHKIALHOM
nporpaMMuom obecrieuennn MCI1/1H;

- oOnajaer nosHOW MHpOpPManMed O TEXHHYECKHX CpPCACTBAX |
koHpurypanuu UCIT/Ix;

- IMEET JOCTYII KO BCEM TEXHMYECKHM cpejicTBaM 00paboTku uudopmaiuu
u nauneiM UCITTw;

- 00J1a/1aeT NpaBaMu KOH(GUIYpUPOBaHHUS M aJIMHUHUCTPATHBHON HACTPOMKH
texHuuyeckux cpeacts UCII/Ix.

2) Ilporpammuct-pazpadoruuxk MCIIn. Corpynnuku IToNMKIMHHKK Wi
CTOPOHHHMX OpraHM3alui, KOTOpbIE 3aHUMAIOTCS pa3paboTKOW MPOrpaMMHOIO
obecneuenus. Pazpaboryux UCII/I1 obasaer ciaeayonmM ypoBHEM JOCTYIIA:

- obyajaer uHpOpManMed 00 anropuTMax W I[porpammax 00paboTku
uHpopmarmu Ha UCI1/1H;

- 00/1ajaeT BO3MOKHOCTSIMH BHECEHHs OLIMOOK, HEIEKIapUPOBAHHBIX
BO3MOJKHOCTCH,  IPOIpaMMHBIX  3aKJIQJIOK, BpPEJAOHOCHBIX  I[POrpamMM B

nporpammuoe obecrieyernne MCII/(a na cragumm ec paspaGoTku, BHEIPESHUS W
COIPOBOKIACHUSI;

- MOKET pacrionarars Jo0bIMU (hparMeHTaMu UH(OPMALMKU O TOIOJIOTHH
UCITIIn n Texaudeckux cpejcrBax o0paborku u 3aumrel [1)[H, 06pabaTeiBacMbIx
B UCIT/]H.

3) Oneparop MCII[An. CorpyaHukd nojpasaenenuii  [ToaMKIMHUKH
yuacrByromux B rpouecce skerutyaranun UCIJIn. Oneparop UCII/Ia obnanaet
CJICIYIOIUM YPOBHEM JOCTYIIA:

- 00azacT BCEMHM HEOOXOMMMBIMU aTpuOyramu (HanpuMmep, Mapoiem),
00CCIICUNBAIOIIMMU JIOCTYII K HEKOTOPOMY 110 MHOkecTBY I1/1H;

- pacrioyiaraer KOHOUACHIIMATBHBIMU JaHHBIMH, K KOTOPBIM UMEET JOCTYIL.

19



Kareropuu rmosp30Bareneil JODKHBL OBITH  ONPENCICHBI UL KayKJ101
UCII){a. JIo/pKHO OBITH YTOYHEHO pa3jieieHre COTPY/IHUKOB BHYTPH KaTCrOpUH, B
COOTBCTCTBHMH C THIIAMH I[I0JIb30BareicH omnpeacieHHpiMH B IlosmTuke
HH(GOPMAITHOHHOH 0€3011aCHOCTH.

Bce BeISBICHHBIC TPYIIIBI TOJNB30BaTenei orpaxkarorcs B OTyeTe 110
pesyibTaTtaM BHyTpeHHer nposepku. Ha ocnoBanuu OTtuera onpenensarores npasa
nocryna K iemeHtam MCIIJIH /Ui Beex rpyIn 1osib30BaTeICH U OTPaKaIOTCA B
Matpune pgoctyna B llonoxkenun o pasrpaHMydeHMM TIpaB  IOCTyllA K
00pabaThIBAEMBIM [IEPCOHAIBHBIM JIAHHBIM.
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5 OcHoBHBIE HPUHHIOUIBI HOCTPOCHHA CHCTCMbI KOMILJIEKCHOH

321U THI HHPOPMALHU

[Tocrpoenue cucrembl obOecneyenusi OeszonacHoctu [[JIln WCITn
[Homuknuuukn M ee  (QyHKIHOHMpOBaHHE JO/DKHBI — OCYILECTBISITLCH B
COOTBETCTBUHU CO CIEAYIOIIMMU OCHOBHBIMU IIPUHLUIIAMM:

- 3aKOHHOCTB,

- CHCTEMHOCTD;

- KOMIIJIEKCHOCTD;

- HCIIPEPBIBHOCTD,

- CBOEBPEMEHHOCTB;

- IIPEEMCTBECHHOCTD U HENIPEPBIBHOCTH COBEPIICHCTBOBAHUA,

- IIEpCOHaIbHasd OTBETCTBEHHOCTD;
MHWHHUMU3AIUs [IOJITHOMOYHIA;

B3aMMOJICUCTBUE U COTPYAHUYECTRO;

r'MOKOCTEL CHCTEMBI 3al[HThI;

OTKPBITOCTH AJITOPHUTMOB U MEXAHHU3MOB 3alIHTEI,

IIPOCTOTA IPUMEHEHHS CPEJICTB 3aIMTHI;
- Hay4HasA 00OCHOBAHHOCTh M TEXHHUYECKAs PCaTH3yEMOCTD;
- CIICIHAJIM3aLuUs U IPO(ECCHOHAIN3M,

- 005132 TEILHOCTD KOHTPOJIS.

5.1 3akonHOCTH

IIpeanonaraer OCYIIECTBIEHHE 3alUTHBIX MEPONPHATHI H pa3paboTKy
C3IT/Ia TToMMKIMHUKH B COOTBETCTBHM C JEHUCTBYIONIMM 3aKOHOJ/ATE/ILCTBOM B
obmactu 3amuTel II/IlH W Jpyrux HOPMATHBHBIX aKTOB I10 OE30I1aCHOCTH
“H(OpPMaIHY, YTBEPKACHHBIX OPraHaMU FOCYIApPCTBCHHON BJIACTH M YIPABJIECHHS
B IIpeaeijiax uxX KOMIICTCHIIUH.

ITone3osarenn n obciyskuparoumii nepconan [1{a UCITx [ToauknuHuky
JI0JDKHBI OBITH OCBEOMIIEHBI O MOPSAKE padOThI ¢ 3alHIAcMOi HHpOpMaIMend ¢
00 OTBETCTBEHHOCTH 3a 3aiuTh [1/]H.

5.2 CucremHoOCTH
Cucremusii nonxox k nocrpoenuto C3I1/Iu [ToMUKIMHUKY HIpeAnIonaraeT
YyY€T BCEX B3aMMOCBA3AHHBIX, B3aUMOJCHCTBYIONIMX M H3MEHSIOIMMUXCA BO
BPCMCHH 9JIEMEHTOB, YCJIOBHH M (aKTOPOB, CYIICCTBEHHO 3HAUYMMBIX JUIS
NOHUMaHUsA W pemeHus npobuemsl obecneyenus OezomacHoctu I1In MCITIn
[HonmuknuaMKN,
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[Ipy co3maHuyM CHCTCMBI 3AIUTHI JOJUKHBI YYUTBIBATHCH BCE CIA0BIC U
Hanbollee ysa3BMMBIE Mecta cucTeMbl oOpaborku [I/[H, a Taxxke xapakrep,
BO3MOJKHBIC OOBEKTHI M HAIIPABIICHUS aTaK HA CUCTEMY CO CTOPOHBI HapylUUTE/ICH
(ocobenHo BLICOKOKBATH(DUITMPOBAHHBIX 3II0YMBIIIIJICHHUKOR), nyTH
npoHukHOBeHHsI B pacnpejaenennbie cucteMbl 1 HCJl x undopmanuu. Cucrema
3AIHTEL JIOJDKHA CTPOHTBCS C YY4ETOM HE TOJBKO BCEX H3BECTHBIX KAHAIIOB
uponukHosenuss 1 HC/I x madopmaimu, HO M ¢ y4ETOM BO3MOKHOCTH HOSIBJIEHH
NPUHIMIIMAILHO HOBBIX IYTEH peaiM3alium yrpo3 0e3011acHOCTH.

5.3 KomMiuiekcHoCTh

KomiuiekcHoe HCIOIb30BaHUE METOJOB U CPEACTB 3allUTHI IPEAIIOIaract
COTJIACOBAHHOE NPUMCHEHUE PA3HOPOJIHBIX CPEICTB IMPH MOCTPOCHHUH IEIOCTHOM
CHCTEMBI 3alUTBI, IEPEKPHIBAIOLIEH BCE CYIIECTBEHHBIE (3HAYMMBIE) KaHalbl
peanu3alnMu Yyrpo3 M HE cojiepikaimied ciaabbIX MECT Ha CTBIKaX OTICIBHBIX €€
KOMITIOHEHTOB.

3amura JOJDKHA CTPOHUTHCA DIISTIOHUPOBAHO. J[Js KaK/J10ro KaHajna yTeqKd
uHGOpMaMK H UL KaXKJIO0H yrpo3bl 0€30MacHOCTH JIOJDKHO CYIIECTBOBATH
HECKOJIBKO 3aIMUTHBIX pyOeske. Co3/1aHue 3alIUTHLIX PYOEKEH OCYIIECTRISCTCS C
YYETOM TOTrO, YTOOBI JJISI UX IPCOJOJICHUS MOTCHIMAIBHOMY 3JI0YMBIIUICHHUKY
TpeOOBaJIUCh POQPECCHOHATBHBIC HABBIKM B HCCKOJIBKHMX HEB3aMMOCBI3aHHBIX
o0JacTsix.

Buemnss 3amura JIOJDKHAa oOecrieymBaThes (PU3MYECKHUMH CPEICTBAMH,
OpraHM3alMOHHBIMM M 1IPaBOBbIMU Mepamu. OQHHUM M3 HaubOJIee YKPEIICHHBIX
pyOeiKeH pU3BaHbl OBITh CPEJCTBA KPUIITOTPAhUICCKOM 3aIMThI, peaTH30BaHHBIC
¢ wucrnoib3oBaHueM TexHoinoruu VPN, [llpuxnaanoit  ypoBeHb  3allMTEHI,
YYHUTBIBAIOWIMHE OCOOEHHOCTH MpPEAMETHOH 00JaCTH, NPCACTABISCT BHYTPEHHHI
pyOEeIK 3aIlHThI.

5.4 Henpepsisnocersb 3amurbl IT1n

3ammra II/lH — He pa3oBoe MepOIpHUSTHE M HE MPOCTasi COBOKYIHOCTE
NPOBEIEHHBIX MEPOIIPHITHH M YCTAHOBJIEHHBIX CPCJCTB 3aIUTHI, & HEIPEPbIBHbIM
[ICJICHANIPABJICHHBIM IIPOLIECC, IIPEANONAraloNIMid IPHHATHE COOTBETCTBYIOLIMX
MEp Ha Beex draliax xxu3HeHHoro nukiaa UCIJH.

WCIIJIn 10/nKHBI HAXOUTHCSA B 3AILMIIEHHOM COCTOSHHHU Ha MPOTSIKEHHH
BCCr0 BPEMEHM MX (PYHKUHMOHHPOBAaHHA. B COOTBETCTBHHM € HTHM IPUHIIMIIOM
JOJDKHBI  IIPUHAMATBCS  MEpbl 110 HepomymeHuro nepexoga HWCIIn B
HE3alHUIEHHOE COCTOSTHHE.
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bonbmmHCTBY  (QU3MYECKUX W TEXHMYCCKHUX CPCJACTB  3alUTHl  JUIS
9Q(EKTHBHOTO  BBINOJHEHHS CBOMX (PyHKUMH HeoOXoguMa  IOCTOSHHAA
TEXHUYECKAast v OpraHu3aruoHHast (apMuUHHCTpaTHBHASA) TOJJIEPIKKa
(cBoeBpeMeHHass CMEHA M OOCCIICUCHHE NPABHILHOIO XPAHCHHSI W IPHMEHCHHS
MMEH, MapoJiel, KIo4Yel mudpoBaHus, Nepeonpeie/icHHe MOJHOMOYHA U T.I1.).
[IepepbiBel B pabore CpeicTB  3alIMTBI  MOTYT  OBITH  HMCIOJIB30BAHbI
3JOYMBIIIJICHHUKAMHA JUIs aHAM3a IPUMEHSIEMBIX METOJIOB M CPEJICTB 3alllUThI,
JUIsl BHEAPEHHs! CIIENMAJIbHBIX MPOTPAaMMHBIX M alapaTHBIX "3aKiIafoK" U JIPYTrUx
CpCIACTB IMPpCOAOJICHHA CHUCTCMDbI 34l ThI IIocJIc BOCCTAaHOBJICHH: cC
(YHKIMOHUPOBAHMSL.

5.5 CeoespemMeHHOCTD

IIpennonaraer ynpexaamomuii xapakrep Mep odecniedeHus: 0€301acHOCTH
[1/TH, To ecTh nocTaHoBKy 3aj1a4 no komruiekcHoi 3ammure UCI/a u peamzaimio
mep obecrieuenus Oe3onacHoct [1/]n Ha pannux cragusax paspaborku UCII/lu B
ICJIOM M €€ CUCTEMBI 3aIIUThl MH(OPMAIINH, B YaCTHOCTH.

Paspaborka cMCTEMBbI 3aIUTHI JI0JKHA BECTUCH MTAPaUIENILHO ¢ pa3paboTKOM
U Pa3sBUTHEM CaMOH 3aIlUIIAEMON CHUCTEMbI. DTO MO3BOJHT YYCCTh TPCOOBaHMS
0e3011acHOCTH 1IPU IIPOCKTUPOBAHUU APXUTEKTYPHI M, B KOHEUHOM CUETE, CO3/1aTh
bonee addexruBHble (KaK MO 3arpaTaM pecypcoB, Tak W 10 CTOMKOCTH)
3AIIUIIEHHBIC CHCTEMBL.

5.6 lIpeemcTBEHHOCTH M COBEPUIICHCTBOBAHHE
ITpeamonaraloT MOCTOSHHOE COBEPIICHCTBOBAHHUE MEP M CPEJICTB 3alHTLI
UHQOPMAIMH Ha OCHOBE NPEEMCTBCHHOCTH OPTaHM3AIMOHHBIX M TEXHHYCCKHX
pelIeHni, KaJapoBOro cocrasa, aHanu3a ¢yaxkuuonupoBanus MWCIIIm u ec
CUCTEMBI 3aAlIUTBI C YYETOM H3MEHEHMI B METOJAaX M CPEICTBAaX IepexBara
HHQOPMAIMK,  HOPMATHBHBIX  TpeOOBaHMII IO  3amyTe,  JIOCTUIHYTOIO
OTCYCCTBCHHOTO U 3apy0esxHOr0 OIbiTa B 9TOM 001aCTH.

5.7 IlepconajibHasi OTBETCTBEHHOCTD
IlpeanosiaracT  BO3JI0KEHME  OTBETCTBEHHOCTM  3a  oOecrieyeHue
Ocsonacuocty IT/[H M cucreMbl uUX 00pabOTKH Ha KaXIOro COTPYJHHMKA B
peeaax €ro IOoJHOMOYH. B COOTBETCTBMU € 3THM NPHHIIMIIOM pacIpe/ieiieHue
IpaB ¥ 00A3aHHOCTEH COTPYIHUKOB CTPOUTCS TAaKUM 00pa3oM, 4To0bl B Clydyac
mo00ro HapyleHHs KPyr BHHOBHHMKOB OBUI 4E€TKO M3BECTEH MM CBEACH K
MHUHHMYMY.
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5.8 IpuHuun MUHHMHU3ALMU [I0JTHOMOY I
O3HayacT MPCAOCTABICHUE IOIH30BATENIIM MHUHAMAIBLHBIX TPAB JIOCTYNA B
COOTBETCTBHUH C MPOM3BOJACTBEHHON HEOOXOAMMOCTBIO, HA OCHOBC IPHHIIMIIA «BCE,
4TO HE Pa3pelIeHO, 3aIPEIICHO.
Jloctyn k [1/IH q0oKeH MPEAOCTaBasTHCA TOJIBKO B TOM Cilydac H 00BeME,
eCJIM  OTO HEeOOXOAMMO COTPYJAHHUKY JUISL BBIIOJHEHHUS €ro JOJKHOCTHBIX
0053aHHOCTEH.

5.9 BzanMojieiicTBHE U COTPYAHHYCCTBO

[Tpeamonaract co3gaHue OaronpusaTHOH arMocepel B KOJUIEKTHBAX
noapasaencHuii, obecneuynBaoumx jaesrensHocts MCIIn Hommknuauku, Juis
CHHIKCHHSI BCPOSITHOCTH BO3HHKHOBCHHS HCIaTHBHBIX )lef/’ICTBHﬁ CBA3AHHBLIX C
YEIIOBCYCCKUM (DAKTOPOM.

B Takoii 00CTaHOBKE COTPYJHHKH JOJDKHBI OCO3HAaHHO COOJIIOAATh
YCTAaHOBJICHHBIC MpaBWIa W  OKa3blBaTh  COJCHCTBUE B  JIEATEIBLHOCTH
HOpa3/IeNICHU I TEXHMYECKOM 3alUThl MH(DOPMALUH.

5.10 I'nOoxocTh cucrembl 3ammnThl I1/{H

[MpuHsiTeie Mepbl M YCTAHOBJICHHBIC CpPEJACTBA 3AIUUTBI, OCOOCHHO B
Ha4vaJILHBIH TIEPHOJ] UX IKCILTyaTallMHd, MOI'YT o0ecrieuuBaTh Kak Ype3MepHBIH, TakK
M HEJAOCTATOYHBIM  ypoBeHb 3ammThl. Jlist  obecrieyeHuss  BO3MOKHOCTH
BAPbUPOBAHUS YPOBHEM 3allMIIEHHOCTH, CPEJICTBA 3AIUTHI JOJDKHBI 00J1a1aTh
OIpEJICACHHON THOKOCTBIO. OCOOCHHO BaXKHBIM JTO CBOMCTBO SBIISICTCA B TEX
Clly4yasix, KOIJla YCTAHOBKY CpPEICTB 3alllUThl HEOOXOAMMO OCYILECTBIISATL Ha
paboTalonyr0  CHUCTEMy, HE  Hapylas  Ipouecca €€  HOPMalbHOIO
(G YHKIIMOHUPOBAHMS.

5.11 OTKpbITOCTH AJIOPUTMOB U MEXAHU3MOB 32U THI
CyTb OpUHUMIIA OTKPBITOCTH AJITOPUTMOB U MEXAaHHU3MOB 3alIUThl COCTOUT B
TOM, YTO 3allMTa HE JIOJDKHA O00ECHeYMBATBCS TOJBKO 3a CYET CEKPETHOCTH
CTPYKTYPHOW OpraHu3aiyu M ajiropuTMoB (DYHKIIMOHMPOBAHHS €€ IMOJCHCTEM.
3HaHWE AJIroOpUTMOB PabOTHI CUCTEMBI 3alIUThI HE JOJDKHO JaBaTh BO3MOIKHOCTH
ee npeojosieHus (Jaxe asropam). OHaKo, 3T0 HE 03HAYaeT, 4To UHpOpMaLus O
KOHKPCTHOM CHCTEME 3aIlUTHI JIOJKHA OBITh 00IIE/I0CTYITHA.

5.12 IIpocToTa NPUMEHEHHs CPEACTB 3AIMThHI
MexaHu3Mbl 3alHUTH JOJDKHBI OBITH MHTYHMTHBHO ITOHSITHBI M IIPOCTBHI B
UCIIO0aL30BaHuU. [lpumMeHeHne cpeiacTB 3amlMThl HE JIOJDKHO OBITL CBSA3aHO CO
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3HAHUEM CICIHMAJIBHLIX S3BIKOB WM C BBIIOJIHCHUCM JICHCTBUI, TpPeOYIONIHX
3HAYUTEJIbHBIX  JIOIOJHHUTEJILHBIX — Tpyao3arpar 1pd  O0bIYHON  padore
3apErUCTPUPOBAHHBIX YCTAHOBJICHHBIM IIOPSAKOM IIOJIB30BATEIICH, a TAKKEe HE
JIOJKHO TpeDOBATh OT I10JIb30BATENS BBIIIOIHEHHS PYTUHHBIX MAJIOMOHATHBIX MY
orieparii (BBO/ HECKOJIBKHMX IAPOJICH U MIMEH U T.1.).

JloJpKkna pocTUraTtnCsi aBTOMATH3aIMSd MAKCHUMAJIbHOI'O 4YHCJIa JACHCTBHH
noap3oBarener u agmuHucrparopos UCI/In.

5.13 Hayuynasi 000CHOBAHHOCTH M TEXHUYECKASI PeAJIN3yEeMOCTh

HNupopmManuoHHbIe TEXHOJOTHH, TCXHHYCCKHUE M MPOTPAMMHBIC CPEICTBA,
CpC/CTBA M MEpBl 3aulMThl MH(pOpMAlMKM JOJDKHBI OBITH peaTu30BaHbBl Ha
COBPEMEHHOM YPOBHE pPa3BUTHsl HAYKU M TCXHUKH, HAYYHO OOOCHOBAHBI C TOYKH
3peHUsl JOCTHXKEHHMS 3aJIaHHOIO YPOBHS OC30MaCHOCTH MHMOPMAIMH U IOJIKHEI
COOTBETCTBOBATh YCTAHOBJICHHBIM HOpMaM M TpebOBaHMUSM 110 Oe30I1aCHOCTH
IT1H.

C3I1/ln nomkaa OBITH OPUEHTHPOBAHA HA PEIICHUSI, BO3MOXKHBIE PUCKH JLIs]
KOTOPBIX M MCPBI IPOTHBOACHCTBMS 3ITHUM PHUCKaM [POUUIM BCECTOPOHHIOIO
TEOPETHYECKYIO U [PAKTHYCCKYIO ITPOBEPKY.

5.14 Cnenunaau3auusi 1 npoheccuoHaJIn3M

[Ipearonaraer npuBiaeyeHHE K pa3padOTKE CPEICTB M peam3aliu Mep
3aiUThl  MHGOpMAUMM  CHELMAJIM3UPOBAHHBIX  OpraHu3anuii,  Hauboliee
IOJIFOTOBJICHHBIX K KOHKPETHOMY BHJIY JEATEIBHOCTH 10 00ECIICUYCHHIO
Oezonacnoctu IT/IH, UMEIOIMX OIBIT IIPAKTUYECKOH PadOTHI U TOCYAAPCTBEHHYIO
JULCH3UI0 Ha IpaBO OKa3zaHus yciuyl' B 2310l oOnactd. Peanmmzanus
aAMMHUCTPATHBHBIX ~MEP M JKCIUIyaTalMs  CpEJACTB  3allUThl  JOJDKHA
OCYHIECTBIIATLCS  NPO(ECCHOHATBHO  MOATOTOBJICHHBIMH  CIIEIMATHCTAMH
[TomukIMHUKH.

5.15 O6s13aTEeILHOCTH KOHTPOJIA

[Ipeanonaraer 00sA3aTENBHOCTE M CBOCBPEMEHHOCTH  BBIABICHHA |
IIPECEYECHMSI  IIOIBITOK HAPYIICHHUS YCTAHOBICHHBLIX IPaBMA  00eCIeYeHUs!
OesomacHocti IIJIH Ha OCHOBE MCIOJNB3YEMBIX CHCTEM M CPEACTB 3aIIUTHI
MH(POPMAIIMM TIPH  COBEPIICHCTBOBAHMM KPUTEPUEB M  METOJOB  OICHKH
3(PEKTHBHOCTH ITUX CHCTEM ¥ CPEJICTB.

KouTposs 3a aeaTeNbHOCTBIO TI000T0 IMONB30BATENs, KaXKI0r0 CpPeACTBa
3alUMTBl U B OTHOIIEHUM JI0OOro o0BEKTa 3aIUTHI JIOJKEH OCYIIECTBISITHLCS Ha
OCHOBC IIPHMCHCHHSA CpEUCTB ONEPATHBHOTO KOHTPOJIA U perucrpalm U JOJIKCH
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OXBATBIBATH KAK HECAHKIMOHUPOBAHHLIE, TAK U CAHKLUMOHUPOBAHHELIE JEUCTBUS
[10JIL30BATCIICH.
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6 Mepbl, MeTOBI H CpeIcTBA 00ecIedeHust TPedyeMoro ypoBHsi

JANHINEHHOCTH

Obecnieyenue TpebOyeMOro ypoBHs 3alMIIEHHOCTH JA0JKHOCTH JOCTUTATLCS
C HCIOJBb30BAHMEM MEpP, METOJOB U CPEACTB Oe3omacHOCTH. Bcee Mepsl
obecneucnus d6e3onacuoctd MCII/In nmogpasaensirores Ha:

- 3aKOHO/IaTCIIBHBIC (IIPABOBLIE);

- MOPaJIbHO-DTHYECKHE;

- OpraHM3alMOHHbBIC (2IMUHUCTPATHBHBIC);

- pusnyucckue;

- TEXHHYECKHUE (AlIIapaTHbIC U IIPOTPAMMHEIC).

[Tepeuens BbIOpaHHBIX Mep oOecredyeHUs] OC30MACHOCTH OTPAKAETCS B
[Inane MeponpusTuii 1o 00eCcedeHnIo 3aUThI IEPCOHAIBHBIX JaHHBIX.

6.1 3axoHonarenbHbIe (IPABOBLIE) MEPHI 3aAUIUTHI

K mpaBoBbIM Mepam 3alUTBI OTHOCATCS JACHCTBYIOUIMC B CTPAHC 3AKOHDI,
YKa3bl ¥ HOPMATHBHbBIC aKTbl, PErIaAMEHTUPYIOIIHE npaBmia obpamcHus ¢ [1)1H,
3aKPCILIAIONIME NpaBa U 0053aHHOCTH YYACTHUKOB MH(OPMAIMOHHBIX OTHOIIEHHH
B Ipouecce ee 00padOTKM M HCIIONB30BAHHUS, @ TAKKE YCTAHABIMBAIOIINE
OTBCTCTBEHHOCTh 34 HApyUICHHS HTHX IIPaBWJI, IPEHATCTBYS TEM CaMbIM
HEIpaBOMEpHOMY  HCHoOJb30Banui0 IIJ[H wu sABIsAIOmIMECs — ClIepKMBAIOIINM
(haxTOpOM ISl NOTCHUMAILHBIX HAPYIIUTEIIEH.

IlpaBoBbic  Meppl  3aUTBl  HOCSAT B OCHOBHOM  VIIPEXKIAIONIMIA,
IPOQMIAKTHYECKHH XapaKTep U TPEOYIOT IIOCTOSHHON PasbsCHUTENLHOM paboTh ¢
IOJIL30BATENSIMHU U 00CTYKHBAIOIIUM [IEPCOHATIOM CHCTEMEI,

6.2 MopajabHO-3THYECKHE MepPbI 3aLIHTHI

K' MOpanpHO-3THUECKMM MepaM OTHOCSATCS HOPMBI TIOBEICHHS, KOTOPBIC
TPAIUIIHOHHO CIOMKHUIITUCHL UK CKJIQAbIBAKOTCS IIO MCPC paclipOCTpaHCHHUA OBM B
crpage wuad oOmecTBe. OTH HOPMBI  OOJbIIEH 4YacTBIO HE  SBJISIOTCS
00s3aTCNbHBIMK, KaK 3aKOHOJATENIBHO YTBEPXKICHHLIE HOPMATHBHbBIE AaKTHI,
OJIHAKO, HMX HECOONIOJIEHUE BCIACT OOBIYHO K IAJCHHIO ABTOPUTETA, NPECTHKA
4EJIOBEKA, I'PYIIIbI JIMI| WK OpraHu3alnuu. MopanbHO-3THYECKHE HOPMBI OBIBAIOT
KaK HeHHCaHbIe (HalpuMep, 0OIICHPH3HAHHBIE HOPMbI YECTHOCTH, NATPHOTH3MA 1
T.IL.), TaK M IMCAHBIC, TO €CTh O(QOPMIICHHBIE B HEKOTOPBIN CBOJ (YCTaB) HPABUII
WIIH TIPEITUCAHUH,

MopaibHO-3THYECKHE MEphI 3alUTBI SIBISIOTCA NPOYUIAKTHYECKUMU U
TpeOYIOT MOCTOAHHOH PabOThI MO CO3MAHUIO 3J0POBOTO MOPAILHOIO KIMMATA B
KOJUICKTUBAX InoJpasjesiicHui, MopalbHO-3THYECKHE MEPbI 3aliuThl CHHIKAIOT
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BCPOSATHOCTL BO3HHKHOBEGHHUS HEraTHBHBIX JECHCTBHH CBA3AHHBIX C YEJIOBEYECCKUM
haxTopom.

6.3 Opranusanuonnpie (3 AMMHUCTPATHBHBIC) MEPbI 3ALHTbI

OpranusanuoHssle  (aAMHHHCTPATUBHLIE) MEPbI 3alUMTLI - O9TO MEPHI
OpraHU3alMOHHOTO0 Xapakrepa, PENIAMEHTHUPYIOIINC IPOIIECCHI
¢ynxuunonnposanus UCIn, ucnonsszosanne pecypcos MCIIJIH, pedTelbHOCTD
00CIIY’KUBAIOIIETO MIEPCOHANA, & TAKIKE MOPAJIOK B3aMMOAECHCTBHA TOIB30BATEIICH
¢ UCII/In Takum o6pa3oMm, 4ToObl B HamOOJBINEH CTEINCHU 3aTPYIHUTHL MM
HCKJIIOYHTh BO3MOXKHOCTh PEaIM3allMi YIpo3 OC30IIaCHOCTH WIIM CHHU3HMTH pa3Mcp
IIOTEPH B CIIyYae UX pCallU3allHiH.

I'naBHast 1eab aAMUHUCTPATHUBHBIX MEp, NPEANPHHUMAEMBIX HA BBICIIEM
YIPaBJICHYECKOM YpOBHE — chopmuposars [losmTuky HHpOpPMAIIMOHHOM
OczonacHoctu I1/In  (oTpaxkaromyro WOAXOAbI K 3ammrte WHGOpMAIMK) U
00CCIEYHTEL €€ BBIIOJIHCHHE, BBIACISA HEOOXOAMMBIE PECYpPChl M KOHTPOJIUPYS
COCTOSIHUE JIE.

Peanmusanus ITomutukn undopmannonnoi 6e¢zonacHoctu 11)[n B UCIIJ/In
COCTOSIT U3 MEP aJIMHHHCTPATHBHOIO YPOBHsS U OPraHU3alMOHHBIX (TIPOIIEYPHBIX)
MEp 3alIUTEl HH(POPMAIUH.

K ajiMMHUCTpPaTMBHOMY YPOBHIO OTHOCSATCS pCIICHHS PYKOBOJICTBA,
3aTparusaromue aesreabHocTs MCII/IH B nenom. DTtu pemenus 3akpeiuisiiores: B
[lonutike uHbopMannonHoi Gezonacunoctu. [IpuMepoM Takmx pemieHuil MOryT
OBITS:

- IPUHATHE PEUICHU O (OPMHUPOBAHMH HJIM IEPECMOTPE KOMILUIEKCHOMH
nporpammel odbecnieuenust 6ezonacuoctu [1/IH, onpeeiieHne OTBETCTBEHHBIX 3a €€
peaM3anuio;

- (opmynMpoBanue Lienei, MOCTaHOBKA 3a/1a4, OIPEIEICHUE HaIPaBJICHHUI
JEATEIILHOCTH B 00J1acTu Oe3zonacHoctu [1)1H;

- IPUHATHC PCUICHUH 110 BOIIPOCAM pealu3aluy IPOrpaMMbl 0C30IACHOCTH,
KOTOPBIE PACCMATPUBAIOTCS HA YpoBHE [IOJIMKIHHUKH B LIEJIOM;

- obecrieueHne HOPMaTHBHON (IIPaBOBOM) Ga3bl BONPOCOB 0E30MACHOCTH W
T.IL.

ITonuTrka BEPXHErO ypOBHA JOJIKHA YETKO OYEPTHTH Cepy BIMSAHHUS U
OrpaHHYCHUsI NPX ONpezeleHuy Leaed oezonmacHoctu I1/1H, onpeaennTs Kakumu
pecypcamu  (MaTe€pualbHble, IEPCOHAN) OHH OyAyT JIOCTHIHYTHI M HaiTH
Pa3yMHBIH KOMIIPOMHMCC MEXJy IPHEMJIEMbIM YPOBHEM O€30IACHOCTH |
dynknmonansrocTeio UCITH.
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Ha opraHu3animoHHOM ypOBHE ONpPEIENSIOTCS IMPOLEAYPbl M IIpaBHIIa
JOCTHIKCHUS LICJICH U peteHus 3a1a4 [lomurukn nH@opManmoHHoi Oe301acHoCTH
[TJIn. DT npaBuia olpeAeIsIoT:

- KakoBa o0sacth npuMenenus noyimtuku oezonacuoctu [1/];

- KAKOBBI POJIM M O0053aHHOCTH JOJDKHOCTHBIX JIMI[, OTBCYAIOIIHAC 34
nposejeHne noaMTUKH  OeszomacHoctu  [I[I, a Takke HMX  YCTAHOBHTH
OTBETCTBEHHOCTE)

- KTO umeer npasa jgocryna k [1J[H;

- KAKMMU MEpaMu U cpecTBamu odecrieunBaeTes 3amura [1){i;

- KAKHMH  MEpaMH M CpejacTBaMu  oOecredMBaeTcs KOHTPOIb 34
COOJIIOICHUEM BBEJICHHOTO PeKiMa 0€30I1aCHOCTH.

Opranu3aiMoOHHBIC MEPHI JIOJKHBI:

- TIpeJlyCMaTpUBaTh perjiaMeHT MH()OpMaIIUOHHBIX OTHOILICHHH,
HCKJIIOYAIOIHX BO3MOKHOCTE HECAHKIIMOHUPOBAHHBIX JICMCTBHH B OTHOIICHHH
00BEKTOB 3aIIUTHL;

- OIIPEACIATh KOAIMIMOHHBIE H HEPAPXHUUYECCKHUE IPHUHLMIIBI M  METO/IbI
pasrpanuuenus pocryna k [1)[H;

- ONpPEeNsITh IOPALOK pabdoTel € MPOrpaMMHO-MATEMATHYECKHMH U
TEXHMYECKUMHU (anmapaTHBIC) CPEJICTBAMU 3AILMThl M KPUIITO3AIIUTBI U JIPYIHX
3alUTHBIX MEXAaHU3MOB;

- opranusoBarh Mepbl nporusogeiicteus HCJl nonp3oBaTensMu Ha dTarax
ayreHTU(HUKALMY, ABTOPH3AINH, WICHTHPHKAIMHU, 00CCIICUNBAIOMIMX TapaHTUU
peaiM3aiuu 1IpaB ¥ OTBETCTBEHHOCTH CYOBEKTOB HHMOPMAIIMOHHBIX OTHOIICHUH.

B oprannsanroHHbIE MEPBI JOJDKHBI COCTOSTE H3:

- perutamenTa Jiocryna B nomenienus MCIT/x;

- [IOPSIJIOK  JIOIMYCKA COTPYAHHMKOB K HCIIOJNb30BaHHIO pecypcoB MCIT/In
[TomuKIMHUKK;

- periamMeHTa IpOLCCCOB BEACHUA 0a3 JIaHHbIX M OCYHIECTBIIEHHMS
MoAubHKAIIMK HHPOPMAIMOHHBIX PECYPCOB;

- PerjJaMenTa IpoIeccoB OOCIYKUBAHUS M OCYIICCTBICHHS MOIM(UKAIINH
anmapaTHbIX U nporpaMmHsIX pecypcos MCIT/x;

- uHCTpyKumid - none3oBareneit  MCIT[In  (agmummcrpatopa  WCII)1n,
aJIMHHHCTpaTopa OesonacHocTH, oneparopa UCIIdn);

- MHCTPYKIIMSA TI0JIb30BATEsI IPYM BO3SHUKHOBCHUH BHEIITATHBIX CHTYAI[HiA.
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6.4 duzuueckue MepsbI 3aMUTHI

Dusuyeckre Mepbl 3allMThl OCHOBAaHBI HAa IPUMCHCHHM pPasHOro poja
MCXaHMYECKUX, DJEKTPO- WM  2JICKTPOHHO-MEXAHWYECKUX  YCTPOHCTB U
COOPY)KCHHMH, CIEUHAIbHO [PEJHA3HAYEHHBIX JUIS  CO3JaHHMS  (PH3UYECKUX
NPENSITCTBUI HAa BO3MOXKHBIX IYTSIX IPOHMKHOBEHUS M JOCTYIA MOTEHIUAIBHBIX
HApYILUTEICH K KOMIIOHEHTaM CHCTEMbl W 3alllMIAaeMON HH(MOpPMAlLMH, a TaKKe
TCXHHUYECKHX cpeacrs BH3YaJIbHOTO H&6J’IIO,[[€HPIH, CBJ3H H OXpaH}IOﬁ
CUTHAJTM3AIIHH.

Pusuyeckas 3aUIMTa  3JaHHH, TOMENIEHHH, OOBEKTOB M  CPCJICTB
H}I(bOpMaTHBaHHH J0JI2KHA OCYIIIECTBIIATECA nyTremM YCTAHOBJICHUS
COOTBETCTBYIOIMX MOCTOB OXPAHBI, C MOMOIIBK TEXHHYCCKHX CPEJICTB OXPaHbI
MM JI0OBIMHM IPYTHMH CIIOCO0aMH, IIPEIOTBPAIIAOIIMMHE MM CYILICCTBEHHO
3aTPYAHAIONIMMHE [IPOHMKHOBCHHE B 3JaHHE, IIOMELIEHHUS I[OCTOPOHHUX JIHII,
XHIIEHWE WHQOPMAIMOHHBIX HOCHTEIEH, caMUX cpejicTB HMH(OPMATH3AIIKH,
MCKIIIOYAIOIIMMH  HAXO0XKJIEHUE BHYTPH KOHTPOJHPYEMOH (OXpaHAEMOM) 30HbI
TEXHHUYECKHX CPEICTB Pa3BEIKH.

6.5 Annaparno-nporpammusie cpeacrsa 3amurol 111

Texnuueckue (arnrapaTHO-MPOTPAMMHEBIC) MEPBI 3allUMTLl OCHOBAHBI HA
HCII0JIb30BAHUH PA3HYHBIX SJIEKTPOHHBIX YCTPOHCTB M CHIEHHANIBLHBIX IIPOTrPAMM,
Bxo X B coctaB MCIIJIH 1 BRIMOMHSIONNX (CAMOCTOSATENBLHO MIIA B KOMIUIEKCE
C JIPYrUMU CcpeACcTBaMH) QYHKIUM 3alUThl (MACHTU(MHUKAIIHIO H ayTEHTH(PHUKALIMIO
110JIb30BATEIICH, pasrpaHHYeHHE JOCTyNa K pecypcaM, PErucTpanuio COObITHIA,
Kpunrorpaduueckoe 3akpeITHe HHPOPMALIMT U T.J1.).

C yueroM Bcex TpeOOBaHMI M MPUHIUIIOB 0Oecneuenus dezonacuoct 1)1
B MICII/lH 1m0 BCeM HampaBIICHHUSM 3alllUThI B COCTAB CUCTEMBbI 3aIlUTHI JOJIKHEI
OBITh BKJIIOYCHBI CJICAYIOLIHE CPEACTBA:

- cpeicrea  uaeHTHGHMKanMU  (ONO3HABAaHUS) W ayTeHTU(UKALUK
(IIOATBEPKICHUS O UTHHHOCTH) nonb3oBareneit UCIT i

- CpC/ICTBA pa3rpaHUYECHUS JOCTYIA 3apEerHCTPUPOBAHHBIX I10JIL30BATE/ICH
cucremsl K pecypcam UCITIH ITonukinHuku;

- cpejcTtBa  00ecneyeHuss M KOHTPOJS IEJIOCTHOCTH IPOTPAMMHBIX U
UH()OPMALIMOHHBIX PECYPCOB;

- CPEIICTBA  OICPATHBHOIO  KOHTPOJS M PEruCTpPallMd  COOBITHIA
0€30MacHOCTH,

- Kpunrorpaduyeckue cpeactsa sanmrsl [1)H.

Ycnemnoe NpUMEHEHHE TeXHHYECKMX CPEICTB 3allUThl HAa OCHOBAIUH
NPHHIMUIIOB (pasjien 5) NPeAronaraer, 4ro BBIITOIHCHUC ICPEUYMCICHHBIX HUKC

30



TpeboBaHuil 00eCIeUeHO OPraHU3aALUOHHBIMU (aAMHHHCTPATHBHBIMU) MEpaMH M
UCIIONB3YEMBIMU (DU3MYECKUMHM CPEJICTBAMH 3aIIUTHI:

- obecrieueHa puznycckas 1eJI0CTHOCTE BeeX KomnoueHT MCIT/Ix;

- Kax /bl coTpy/HuK (nosib3oBarens MCIT/IH) uinm rpynna nons3oBaresei
MMCET YHHKAJIbHOE CHCTEMHOE HMSA M MHHHUMAIbHO HEOOXOAUMBIEC JUIA
BBITTOJIHCHHS UM CBOHMX (DYHKIIMOHAJIBHBIX 00513aHHOCTEH TOJHOMOYHS 10 JOCTYITY
K pecypcam CHCTEMBI;

- UCII[In TlomuxiumHMKM  pa3paboTka W OTHajgKa  [pPOrpaMmm
ocymectsisierces 3a npeaenamu UCII/{H, Ha ucnbITaTeibHbIX CTEHIAX;

- BCE M3MCHCHHUA KOHQHUIypalMHd TEXHWYECKHX M IPOrPAMMHBIX CPCJICTB
HUCIIIa 1npou3sBoAsTCs CTPOro YCTAHOBJICHHBIM MOPSIKOM (PErHMCTPUPYIOTCS |
KOHTPOJIMPYIOTCS)  TOJABKO Ha OCHOBAHHH  PACIIOPSDKCHHE  PYKOBOJCTBA
[TonukIMHUKH;

- CETEBOE o0opyioBanue (KOHIIEHTPATOPHI, KOMMYTATOPBI,
MaplmpyTH3aTOpbl M T.I.) pacrojaraercs B MECTax, HETOCTYMHBIX I
MIOCTOPOHHHX (CLELHMAIBbHBIX TIOMEIICHUSX, mKadax, 1 T.I1.).

- ClICAIMCTaMHU [Tomuknuaukn OCYLIECTBIISACTCS HEIPEPBIBHOE
YOPABICHUEC W aJMMHHMCTPATHBHAS NOJJEPKKA (YHKIITMOHMPOBAHUS CPEACTB
3aUUThI.
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7 Kontpoab 3¢ppexruBnoctu cucremsl 3amurbl MCI/An

HoukiImHuKN

Konrpone 3ddexkrusuocrn  C3I1[IH  gomkeH  ocywiecTBisiercs — Ha
LepHoM4yeckoin  ocHoBe.  lLlenmpto  KOHTPOJsSs  YPOEKTUBHOCTH  SABIACTCA
CBOCBPEMEHHOC  BBISBICHHME  HEHaUIeXKamMx  pexumoB  pabGorel  C3II/[H
(oTKIIOUCHHE CPCACTB 3aIIHTBHI, HApYyIICHHC PEKUMOB 3aIUThI,
HCCAHKIIMOHUPOBAHHOE  M3MCHCHUEC pCKHMMa 3allliThl M T.L), a Tak
NPOTHO3MPOBAHME M  IPEBEHTHBHOE pearupoBaHME HA  HOBBLIC  YI'PO3bI
oezomacuoctu [1/]H.

KoHTpoJIb MOKET NpPOBOJAUTHECS Kak aJMHHHCTpATOpaMu 0Oe3011aCHOCTH
UCIIn  (omepaTHBHBI  KOHTPOJb B mporecce  MH(OPMALMOHHOIO
B3aumonencteus B MCII/JIH), Tak © [pUBJIEKACMBIMH JUIS  DTOH  I€IH
KOMIIETEHTHBIMM ~ OpPraHU3allMsIMKM, WMMEIOIMMH  JIMICH3MI0 HA 3TOT  BHJI
nesrenbHocTd, a Takke DPCTIK Poccun u PCB Poccun B mpepenax ux
KOMIIETEHIIHH.

KOHTpO/Ib MOXKET OCYMICCTBIATECH aJIMUHUCTPATOPOM O€3011aCHOCTH KaK ¢
IIOMOIIBIO INTATHBIX CPEACTB cHUCTeMBl 3amuThl [I/[H, Tak ¥ ¢ HOMOIIBIO
CIICIHAIbHBIX IIPOTPAMMHBIX CPEACTB KOHTPOJIS.

Onenka ¢ dexruBHOCTH Mep 3amuThl [IJ[H IPOBOAKTCS ¢ UCIIOJIL30BAHUEM
TCXHHYCCKMX M IPOIPAMMHBIX CPEACTB KOHTPOISL HAa IPEIAMET COOTBETCTBUS
YCTAHOBJIEHHBIM TPEOOBAHHSIM.
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8 Cdepwol orBeTcTBeHHOCTH 32 Oe3onacHocTs I1/[n

OtsercTBennpM 3a pa3palOTKy Mep M KOHTPOJbL Had OO0CCICYCHUEM
0E30MacHOCTH IEPCOHABHBIX JAHHBIX SBISETCS [IARHBIT Bpau [ToMMKIMHUKH.
['mapuplii Bpay MOMKET ACNCTMPOBATH YACTh I[MOJHOMOYHII 110 00ECIEUEHHIO
0€30MacHOCTH 1IEPCOHANIBHBIX JAHHbIX.

Cdepa OTBEICTBEHHOCTH TJIABHOIO  Bpaya BKIKOYACT  CJICAYIONIHE
HalpasjieHust o0ecrieuenus 6e3oracuoctu [1)[H:

- IInannpoBanue u peanusanusi Mep 110 obecuedenunio dezonacuocru I1)1;

- Ananu3s yrpo3 6ezomacuoctu [1/n;

- PaspaboTKy, BHeIpeHME, KOHTPOJIb HCIONHEHHsS U HOJUIEP)KAHHC B
aKTYaJIbLHOM  COCTOSHMM  IIOJMTHK, PYKOBOJACTB, KOHUECIIMHA, MPOIELYD,
pPEerIaMeHTOB, MHCTPYKUMH M JAPYTUX OPraHU3alMOHHBIX JOKYMEHTOB IIO
obecrieueHnIo 0e30MacHOCTH;

- Konrpons sanmmmennoctn UT uudpactpykrypsr Kommnanuun or yrpos UB
yTeM;

- O6yuenne u wuudpopmuposanue moabzosareincit UCII{x, o nopsake
pabotel ¢ [1/l1 u cpejcTBamMu 3aIUTHI;

- [IpenoTBpanieHye, BBISBICHHE, pEAarMpoOBaHME W PACCIEIOBAHUC
HapyweHnui 0esonacuoctu [1)1H.

[Ipy B3aMMOJCHCTBHH CO CTOPOHHMMH OpTraHH3aIlMsAMK B CIydasix, KOIJIa
COTPYJHHKAM 3THX OPraHM3alUi IIPEJIOCTABISCTCA AOCTYI K OOBEKTAM 3all[UThI
(pasmen 3), ¢ 3TUMM OpPraHM3alMsAMH JOKHO ObITh 3aKkmoycHo «CornamieHue o
KOH(uIeHanbHocTHY, Jmbo  «Cornamende o0  COONIOACHMH  PEKHMA
Oesonmacnocty I/ npu Bemoanenun pador B UCIT/n». IToaroToBka THIIOBBIX
BapHaHTOB 3THX COINIANIEHUH OCYIIECTBISICTCS COBMECTHO ¢ IOpuauueckum
OT/JEJIOM.
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9 Moneis HapymuTest 6e300aCHOCTH

[lon wapymmrenem B V4pex[AeHHH [IOHUMACTCS JIMLO, KOTOPOE B
pe3ylbTaTe YMBINUICHHBIX HJIH HEYMBIIUICHHBIX AEHCTBHII MOKCT HAHCCTH yIICpO
oObekram 3amuThl (pasuen 3).

Hapymmrenn noxpaszensiores no npusnaky npunaiexaoctd k UCI n.
Bce HapymuTenu aensaTces Ha JBE MPYIIIbL:

BHCIUHUE HAPYUIMTENIN — QU3MYECKUE JINLA, HE UMEIOIIMe 11paBa NpeObIBaHus Ha
TCPPUTOPHH  KOHTPOJHMPYEMOHM 30HBI, B IIpEHE/iax KOTOPOW pa3sMEIIacTCs
o0opynoBanue UCITJH;
BHYTPCHHHC HapyIIUTEIM — (U3UUCCKUE JIMIA, MMEIOLIME IIPAaBO NpeObiBaHus Ha
TEPPUTOPUHM  KOHTPOJMPYEMOH 30HBI, B IIpeA€/ax KOTOPOH pasMelaercs
obopynoBanue MCI1)1H.

Kinaccudpukanms — mapymmreneid  npeicraBiesa B Mojend  yrpos

0e3011aCHOCTH IePCOHANBHBIX JaHHBIX Kax1oil UCIT1u.
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10 Mopnens yrpo3 de3omacuocTn

Jst UCIT/ s TToMMKIMHUKY BBIACISIIOTCS CIIEAYIOMIHE OCHOBHBIC KATCTOPUH
yrpo3 0€3011aCHOCTH IIEPCOHAIIbHBIX JIAHHBIX:

1) ¥Yrpo3sl OT yTEUYKH 110 TEXHHYECKHUM KaHAJIaM.

2) Yrpo3bl HECAaHKIIMOHUPOBAHHOTO OCTYIIA K MH(POPMALIMHU:

- Yrpo3pl  yHHUYTOXKEHHs, XHUINEGHHs anmnapatasix  cpencts  MCI(n
HOCHTCICH nndopmanuu myreM (usudeckoro jocryua K snemearam MCIIIH.

- YIpo3bl  XHUIIEHHS,  HCCAHKIHMOHHPOBAHHOH  MOAM(UKAIMH WM
OnoxkupoBanusa HHGOPMALMK 33 CYET HecaHKIMOHMposaHHoro moctyma (HCJI) c
IIPUMEHCHUCM [1POIPAMMHO-AIIIAPAaTHBIX M MPOTPAMMHBIX CPEJCTB (B TOM YHCIIE
POIrpaMMHO-MaTEMATUYECKUX BO3ICHCTBHI).

- YIpo3pl HE INpeJHaMEPEHHBIX JCHCTBHH I0JIL30BaTENICi U HAPYIICHHUI
OeszonacHoct (ynkimonuposanus UCIT/In u C3I1[In B ee cocrase u3-3a c6oeB B
NporpaMMHOM OOECHEUEeHHH, a TaKKe OT YIrpo3 HEaHTPOIOrcHHOro (cboes
alnapaTypel HM3-3a HEHAIEKHOCTH 3JIEMECHTOB, COOCB 3JIEKTPOIIMTAHHMA) H
CTUXUIHOTO (yapOB MOJIHMH, 105KapOB, HABOIHEHHIH | T.I1.) XapaKkrepa.

- YTIPO3bl IPEIHAMEPEHHBIX JICHCTBUIT BHYTPEHHUX HAPYIIUTENIEH.

= yI’pOBbI HCCAaHKITMOHWPOBAHHOI'O JJOCTYIIA 110 KaHallaM CBi3H.

Onucanue YI'p0o3, BEPOATHOCTL UX peaiM3alluHi, OIIaCHOCTL U AKTYaJIbHOCTh

npeacTaBiacHbl B Mojienu yrpo3 0e3011aCHOCTH NMEPCOHAIBHLIX JIaHHBIX Kax10M
NUCII/IH.
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11 Mexanusm peasm3anun Konuenmmn

Peasmzanms  KoHuenumu — J0DKHA — OCYIICCTBIATBCS  HA  OCHOBC
INEPCIEKTUBHBIX IIPOIPAMM M IJIAHOB, KOTOPLIE COCTABIISIOTCS HA OCHOBAHUM H BO
HCIIOJIHCHHUE

- (peziepasibHBIX  3aKOHOB B oOiacTu obecneueHus UHGOPMALHOHHOM
0€30MacHOCTH M 3aIUUThI HHPOPMALIHH;

- nocranosiieHui IpasurenscTa Poccuiickoit @eaeparnuu;

- PYKOBOJAIIUX, OPraHU3allMOHHO-PACIIOPSAIUTEILHBIX W METOJAMYECKHUX
nokymentos PCTOK Poccuu;

- norpedbnocrest  MCIIJIn B cpexacrBax ofecreyenust 0OC3011aCHOCTH
HHpOpMaITHH.
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12 Oxunaemsriii 3¢ dexr or peasmzannu Konuenmuun

Peammzanms Konnenuuu 6ezonacuoctu [1Jn B UCII/IH 103BOIHT:

- OLCHUTb cocTosinue OezonacnocTH uHpopmanuu MCIT/IH, BbIABUTEH
UCTOYHMKH BHYTPEHHMX M BHEUIHMX Yyrpo3 MHGOPMALHOHHOH O€30IMacHOCTH,
ONPEACINUTh NPUOPUTETHLIE HALPAB/ICHUS INPEAOTBPALICHUSA, OTPAKCHUS U
HEHTPAJIM3AIUH dTHX YIPO3;

- paspaborarb  pacHoOpsUTENbLHbIE 1%} HOPMAaTHUBHO-METO/[MUECKHE
JIOKYMEHTBI lpuMeHuTensHo K MCIT/IH;

- NpOBeCTH Kinaccupukauuio u ceprudurannio UCI/ I,

- IPOBECTH OPraHM3alMOHHO-PEKUMHBIC U TEXHHYECKHE MEPOINPUSTHS I10
obecnieuenuio 6ezonmacuocty ITIu B UCIT/IH;

- o0ecreunTs HeOOXOAUMBII YPOBEHE 6E3011aCHOCTH 0OBEKTOB 3aIIUTEL.

OcCyniecTBIIeHHE HTHX MCPONPHATHH  00ECIEUUT CO3AaHUE  EJMHOM,
[IEJIOCTHOM ¥ CKOOPJMHMPOBAHHOH CHUCTEMBI WH()OPMAIMOHHON Oe3011aCHOCTH
WCIT/IH 1 co31acT yCIoBHsI JUIS €€ JajIbHEHIIero COBEPUICHCTBOBAHHS.
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13 Cinucok MCno/Ib30BAHHBIX HCTOYHHKOB

OCHOBHBIMM HOPMATHBHO-IIPABOBBIMHM U METOJMYECKUMH JTOKYMEHTAMH, Ha
KOTOphIX Oasupyercs Hactosiee [1oaoxenne apisioTes:

I ®enepanbubiii 3akon ot 27.07.2006 r. Ne 152-®3 «O nepconaabHbIX
jannbix» (panee — @3 «O 1EPCOHATBHBIX JJAHHBIX»), YCTAHABIMBAIOIMM
OCHOBHBIE TPUHIMIBLL M ycnoBust obpaborku [I[In, npasa, o0s3aHHOCTH U
OTBETCTBEHHOCThL YYaCTHUKOB OTHOILCHHMH, CBSI3aHHBIX ¢ 0OpaboTkoit T1]/]H.

2 «llonoxkenune 06 obecreueHrN HC30IIACHOCTH IIEPCOHAIIBHBIX JIAHHBIX IPH
X 00paboTKe B MH(OPMALIMOHHBIX CHCTEMaX IIE€PCOHAJBLHBIX JAHHBIX»,
yrBepKAcHHOC 11ocTanoBnennem [pasutenscrBa PO ot 17.11.2007 r. Ne 781.

3 «llopsjlok  1poBelieHUs KIacCUDUKAIMKA  MH()OPMAILMOHHLIX  CHCTEM
IIEPCOHATIBHBIX JIAHHBIX», YTBEP:KJACHHBIM coBMeCcTHBIM [Ipukazom OCTIK
Poccun Ne 55, @CB Poccnn Ne 86 u Munundopmessizu PO Ne 20 ot 13.02.2008 .

4 «Ilonoxenune 00 ocobeHHOCTSIX 00pabOTKM IEPCOHAIBLHBIX JIAHHBIX,
OCYHICCTBISEMON 0€3 MCIIONIB30BaHUs CPEICTB ABTOMATH3ALIMNY, YTBEPHKICHHOE
[TocranosienueM Ilpasurensctea PO ot 15.09.2008 r. Ne 687.

5 «TpeboBanuss K  MaTepHalbHBLIM  HOCHTCIISAM  OMOMETPUYECKUX
[IEPCOHAILHBIX  JIAHHBIX M TEXHOJIOTHUSM XPAaHEHHS TaKMX JIAHHBIX BHE
MH(QOPMAIMOHHBIX ~ CHCTEM  IIEPCOHAIBHBIX  JAHHBIX»,  YTBEPKICHHBIC
[locranosienuem llpasurenscrea PO ot 06.07.2008 r. No 512.

6 HopmatuBHO-METOAMYECKHE JIOKYMEHTBI  DeiepanbHoil  ciyxObl 110
TEXHHYECKOMY M DKCIIEPTHOMY KOHTpoiro Poccuiickoit Denepanuu (janee -
®CTOK Poccun) no obecneuennio Oesonacunoctu [1J{n npu ux obpaborke B
UCTI/n:

7 Pexomenjanmn 1o obGecricueHUI0 0€3011aCHOCTH [IEPCOHAIBHBIX JTaHHbIX
Ipu ux 00paboTKe B MH(MOPMAIMOHHBIX CHCTCMAaX IEPCOHAILHBIX JaHHBIX, YTB.
3am. jupexkropa @CTIK Poccun 15.02.08 r. (JICIT)

8 OCHOBHBIE MEPOIIPHATHSA II0 OPraHU3alHK M TEXHHYECKOMY 00ECIIeYeH IO
0€30aCHOCTH IIEPCOHANBHBIX J[AHHBIX, 00pa0aThIBAEMBIX B MH(OPMAIHOHHBIX
CHCTEMax IEePCOHANIBHBIX JaHHBIX, YTB. 3aM. aupekropa PCTOK Poccun 15.02.08
r. (ACII)

9 baszoBas mMogens yrpo3 0€30MacHOCTH HEPCOHAIBHBIX JAHHBIX IIPH HX
00paboTke B MH(MOPMALHOHHBIX CHCTEMax I[EPCOHANBHBIX JaHHBIX, YTB. 3am.
jaupekropa PCTOK Poccun 15.02.08 r. (JICIT)

10 Meroauka OIIpeEeIICHUS aAKTyaJIbHBIX yrpo3s OezonacHoCTH
IEPCOHANBHBIX JIAHHBIX IIpU HMX 00paboTke B HMHOOPMAIMOHHBIX CHCTEMAaXx
MEPCOHANBHBIX IaHHBIX, YTB. 3aM. jqupekropa PCTOK Poccun 15.02.08 r. (JICIT)

38



