[ naBHBIN Bpay
OJICKast MOJTMKIIMHIKA No2y
Tuxomupona E.B.

3B 1),“ HeHWS
A r‘mn ofina

[Tonutrka MHQOPMALMOHHOM O€30MACHOCTH MH(POPMAIIMOHHEIX CHCTEM
IIEPCOHAIBHBIX AaHHbIX [ 0Cy1apCTBEHHOTO OO/ IKETHOTO YUPEKICHUS
3apaBooxpaHeHus KanuHuHrpaackoi odactu
«["opoxackas mosukiMHUKA Ne2»

r. Kanmmnunrpan

2014 ron



COJIEPXAHHUE
(61151251151 (= 131 SOCEEERREUE U 3
BBEBIBIIR .vurvsssssssmmmvsssmmmmmmmmansnnessssossssimmssenssmnn ssnsass s S50 D03 SRR H R s R R an R L1
JRO100100% (S0 (011 (0:X=) 51 2 0 CORO OO PP PP 12
2 OB HBICTBIBE .. e umammssmmsnmimsnusssseasnsommensssssansasn st s R R s AR N W3 15
3 CucTeMa 3alUTHI IEPCOHATBHBIX JAHHBIX c.viiiiiteersrriseneiseasissssssssssssssnsssnsnsssansseses 14
4 TpeGoBanus K MOACHUCTEMAM C3ITIIH.......coviiiiiiiiiiccc s 16
4.1 TTogcucTeMBl yIPaBIeHHS JOCTYIIOM, PETHCTPALIMHM H YUETA . .vvvvviirrrennvesrnernnes 16
4.2 TloacucreMa oOecCIeueHHS LIETOCTHOCTH U JOCTYITHOCTH ..cccvvvrrevrvrssvsressnnnnnssseeees 17
4.3 TToacucTeMa aHTUBUPYCHOM 3ALIHTBL...uiiivvueeeesisuresesisnnesssrnnnssssssnnessssnnssasessssssssas 17
4.4 TToncrcTeMa MEXKCETEBOTO AKPAHUPOBAHM ..cvvverrruriiisneeisueesssnssmsmsisnssssssssssessnne L7
4.5 TTopcucTeMa aHAMH3A 3AITHIHEHHOCTH «.eeveeeuneeeeerrenneririereessesessssssnsmsnnnnneessessssssnns 18
4.6 IToncucrema oBHADYKEHNA BTOPIKCHME o siveussmussssvsrammssmmsssrossrvmsrmosssvsnasssins 18
4.7 ITopcucreMa KPUITOTPAQHICCKOM 3AMIMTE «..vvvvvrreseeesesssssnsnssssassssassssssannnssssssassses 18
5 I1ontBOBATRIN MOCILI . ccconissismmsssesummmanenscnsssmssmmmanassssssssssns ssnsss ssnniss 450 S804 5 19
5.1 AmmaacTpaTop MCTIIH o mvamisssnmnasssasissismssommsomimsavmmrsessynse 19
5.2 AZMARVUCTPATOP DEROTACHOECTH «..vovumnsssssssssssssssmessomssssss 5588485 weTasnsssssissonssnsssmsssssnsy 19
PR B 11050 o] gl RS SRR ——_——— 20
5.4 ANNMAEACTDATON, CETH . conunsonssnnnassnnssinnssssss §558% o oot messvasss Vs iosss AR s SIS AR T R TS 20
5.5 TexHUYECKUH CIIELMAIUCT 110 00CTyKUBaHUIO Nepr(epHiiHoro obopyaosanus 21
5.6 TIporpavmucr-pazpaboTamk HCLITH o naammmmmisnssmsasmsssomnsmsmssssieses 21
6 TpeGoBaHus K nepcoHary 1o odecnedeHuIo 3auThl [IJIH ..o 22
7 HomxHocTHBIEe 0053aHHOCTH TTONB30BaTeNed MCIIIH ....ccovvvvvriviiiiiiiiicciiiiiiine, 24
8 OrBercTBeHHOCTh COTPYAHUKOB MCITJIH TTOMUKIUHIKA. ....ovvvviiiiiiiiiiieinieeeene 25
O CIHCOK HCITOJIB30BAHHBIX HCTOUHHMKOB. ... eeuuuuerrrrrrrreireeeeeeiieisisssssssssnnanieeeesessnnnnnnnns 26

105 51 00913 150 T U PR PR ——— 29




OTIPEAEJEHUSI

B mnacrosmem JNOKYMEHTE HCIOJIBE3YIOTCAH cileayromuye TEepMHHBI H KX
onpeaciIcHus.
ABTOMﬂTHBHpOBaHHaH CHCTEeMAa — CHUCTeMa, cocToslas M3 nepcoHajla H

KOMIUIEKCA  CPEACTB  aBTOMAaTu3alldd  €ro  JIEATCIIBHOCTH,  pealu3yrollas
MHPOPMAITMOHHYIO TEXHOJIOTHIO BHITOTHEHHS YCTAHOBICHHBIX QYHKIIHH.

AyreHTH(UKANUS OTNPABUTE]I [AHHBIX — [OJATBEPKAECHHE TOr0, 4TO
OTIIPaBHTEIb MTOJIYYeHHBIX JAHHBIX COOTBETCTBYET 3asBIICHHOMY.

Be3onacHocTh MepPCOHAJIBHBIX JAaHHBIX — COCTOSHHME 3allMIICHHOCTH
MepCOHANBHBIX  JIAHHBIX,  XapakTepu3yeMoe  CIIOCOOHOCTBIO  I0JIb30BaTElleH,
TeXHHYECKHX  CpeACcTB M WHGOPMAIMOHHBIX  TEXHOJOTMH  oOecreduTsb
KOH(DHIEHIIUAIBHOCTD, 1IEJIOCTHOCTh M JOCTYIHOCTh I€PCOHATIBHBIX JAaHHBIX IPU HX
00paboTke B MH(POPMALMOHHBIX CHCTEMaX IIEPCOHAIbHBIX JaHHbIX.

BuoMeTpHYecKHe  NepCOHAJbHbIE  JIaHHBIE —  CBEIEHHUS,  KOTOpbIC
XapakTepu3yoT (U3HOIOTHIECKHe OCOOEHHOCTH YeJOBeKa M Ha OCHOBE KOTOPBIX
MOYKHO YCTAaHOBMTH €ro JIMYHOCTb, BKItodas QoTorpaduu, OTNEYaTKd IMajbleB,
o0pa3 ceTyaTkM TIJa3a, OCOOEHHOCTH CTPOSHHS Tela U APYrylo I0100HYy0
UHhOpPMAIHIO.

BJloKHpOBaHHE MEPCOHANBHBIX JaHHBIX — BpEMEHHOE NpeKpailenue coopa,
CHCTEMATH3AIlHH, HAKOIUIEHHS, HMCIOJIb30BaHUs, PaclpOCTPaHEHHs, IMEPCOHAIBHBIX
JaHHBIX, B TOM 4YHCJIE€ UX IIepeayH.

Bupyc (koMNBIOTepHEI, MPOrpaMMHBII) — HCIIOJIHSAEMBIA TTPOrpaMMHBIH
KOl HJIK MHTEpPHpPEeTHUPYeMblid Hab0op HHCTPYKLHH, O00/Iaalolii CBOHCTBAMH
HECAHKLHOHUPOBAHHOIO paclpocTpaHeHuss M camoBocrpousBejeHus. Co3jaHHbIe
)IYGJ'II/IKaTI)I KOMIIBHOTEPHOI'0O BHpYyCa HE BCerja cCOBIaJAar0T C OpPHUIHHAJIOM, HO

COXpaHSIOT CIIOCOOHOCTH K NnanbHenmemMy PacIpOCTPAHEHHUIO U
CaMOBOCIIPOHU3BEIEHHIO.
Bpeaonocunas nporpaMma —  nporpamma, — IpeiHa3sHayeHHas  JUId

OCYILIECTBIICHUS] HECAaHKLIIMOHUPOBAHHOTO J0CTyrna W (MIM) BO3AEHCTBHA Ha
IepcoHalIbHbIe JIaHHbIE MM Pecypchl MH(MOPMALMOHHOM CUCTEMBI IEPCOHAIBHBIX
JIAHHBIX.

BenomorartesibHble TeXHHYECKHE CpeICTBA H CHCTEMbI — TEXHUYECKHE
CpelcTBa U CHCTEMBI, He TpeJHa3Ha4YeHHbIe Ui Iepefadd, 00pabdOTKU U XpaHEHHs
NepCOHANbHBIX JIaHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMH CPEIACTBAMH
M CHUCTeMaMu, IpeJHa3HAaYeHHBIMH i1 00paboTKH NepCOHANBHBIX AaHHBIX WJIM B
MOMEIICHHUSX, B  KOTOPBIX  YCTAaHOBJEHB  MH(OPMAIMOHHBIE  CHCTEMbI
[NEPCOHAJIBHBIX TaHHBIX.
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Jloctynm B ONEPALIMOHHYIO Cpely KOMIIbIOTepa (adopmManHOHHOH
CHCTEMBI TEPCOHAJBHBIX [JaHHBIX)— [OJy4YeHWe BO3MOXKHOCTH 3allyCka Ha
BBIIIOJIHEHUE INTaTHBIX KOMaHZ, (QYHKLHM, IPOLETyp ONEPAlMOHHOH CHUCTEMBI
(YHHUTO’KEHHs, KOMHPOBAHHs, MEPEMEINeHHsI M T.IL), MCTIOJHSEMBIX (ailioB
MIPUKJIAJHBIX TTPOrpaMM.

Jloeryn k undopManui — BO3MOXKHOCTb TOTYYeHHs HH(MOpMAlMd W ee
UCII0JI30BAHMSL.

3ak/1a]04HO€ YCTPOMCTBO — 3JIEMEHT CpeACTBA CheMa HH(OpMALHH,
CKPBITHO BHEJIPSAEMBIH (3aK/Ia/IbIBaeMblii WM BHOCUMBIi) B MECTA BO3MOXKHOIO CheMa
uapopMauuud (B TOM 4YHCJIE B OIPaKIECHHE, KOHCTPYKLHMIO, 0DOpYyJOBaHHE,
IpeIMEThl HHTEphepa, TPAHCTIOPTHBIE CPEJICTBA, a TAKKE B TEXHUYECKHE CPE/ICTBA U
CHCTEMBI 06paboTKu HHpOpMaLun).

Bammmaemas  uHdopmamus — HWHOGOpPMALMs, SABJSIOMIAACS IIPEIMETOM
COOCTBEHHOCTH M IOJJIEKAIIas 3alIUTE B COOTBETCTBUM € TPEOOBAHMAMM IPABOBBIX
JIOKYMEHTOB WJI TpeOOBaHUsIMH, YCTaHABITHBaeMBIMH COOCTBEHHHKOM HH(pOpMAIIHH.

Hiaentndpukanust — TPUCBOeHHE CyOBeKTaM M OObEKTaM  JIOCTyIa
uaeHTudUKaTopa 1 (WiK) cpaBHeHHe MPeAbsBIIIEMOro HIEHTH(HHUKATOPA ¢ [IepeYHeM
MIPUCBOCHHBIX UJICHTH(PUKATOPOB.

NndopmaTUBHBIH CHIHAJ — DJIEKTPUYECKHE CHUTHAJIbIL, aKyCTHYECKHE,
AJIEKTPOMArHUTHBIE M JIpyrde (pU3MUYecKHe IMoJis, I0 IapaMeTpaM KOTOPBIX MOXeT
ObITb  pacKpbiTa KOH(UACHIHATbHAS HHpOpMauus (IIepCOHATBHBIE JaHHbIE)
obpabarbiBaeMast B HHPOPMALIMOHHON CHCTEME NIEPCOHAIBHBIX TAaHHBIX.

Hudopmaunonnass cucrema mnepcoHanbubix  gandbix  (MCII/In) -
MH(POPMAIIMOHHAS CHCTEMa, IPEICTABIAIONAas co00i COBOKYNHOCTh IE€PCOHANBHBIX
JIaHHBIX, COepKaIuXcs B 6a3e IaHHBIX, a TaKKe MH(POPMALMOHHBIX TEXHOJIOTHH M

TeXHUYECKUX  CPEeICTB, [O3BOJSAIONIMX  OCYIIECTBIATL  OOpalOTKY  TaKux
MEePCOHANBHBIX JIAHHBIX C HCIOJIb30BAaHUEM CpEJICTB aBTOMaTH3allMd MU Oe3

HCIIOJIB30BaHHA TAKHUX CpEACTB.

HUndopmanHoHHbIe TEXHOJOIHH — TIPOIECCHl, METOIbl TOHMCKa, cOopa,
XpaHeHusi, 00pabOTKH, TPeJOCTABIIEHYIs], PaCIIPOCTpaHeH s MH(POPMALIMU U CIIOCOOBI
OCYLIECTBIIEHUsI TAaKUX TPOLIECCOB U METOJIOB.

Hcnosib30BaHHe MEPCOHAJNBHBIX [JAHHBIX — JeicTBUS  (omepauuu) ¢
INePCOHAJIBHBIMH JJAHHBIMH, COBEPIIAEMBIE OINIEPATOPOM B LEJIAX IIPHHATHA pemeHHﬁ
HJIKM COBCPILICHHA HHBIX ICHCTBUM, [MOPOXKIAaIIKUX HPHIXYCCKHUE MMOCJIEACTBHA B
OTHOLIEHHH cy6’be1<Ta MepCoOHaNbHBIX JAHHBIX WJIH JAPYI'HX JIMI MO0 WHBIM 06p330M
3aTpariBarolivux IIpaBa H CB060I[BI Cy6’hBKTa nepcoHajlbHbIX JaHHBLIX HIIK APYTHUX
JINII.



Hcrounnk yrposbl OesomacHoctd  undopMamun — CyObeKT I0CTyIa,
MATepHAIbHBIA O0LEKT WM (DU3MUECKOe SBICHHE, SBIIIOLMECS —IIPUYMHON
BO3HUKHOBEHHsI yrpo3bl Oe30macHoCcTH HHPOPMaIUH,

KoHnTpoampyemasi 30Ha — IIpOCTPAHCTBO (TEPPUTOPHS, 3/1aHUE, YaCTh 31aHUs,
NOMELLEHKE), B KOTOPOM HCKITFOUEHO HEKOHTPOIIMpPYeMOoe TMpedbIBaHHUE ITOCTOPOHHHX
JTALL, & TAK)KE TPAHCIIOPTHBIX, TEXHUYECKHX U MHBIX MaTepHaIbHBIX CPEIICTB.

KoH(pnIeHMaIbHOCTh MEPCOHANBHBIX JIAHHBIX — 00s3aTeNbHOE LIS
COOJIIOIEHUsST  ONIEPATOPOM MJIM HMHBIM TIOJMYYHMBIIUM JIOCTYIl K II€PCOHAILHBLIM
JAHHBIM JIMIIOM TpeOoBaHWe He JIOMyCKaTh WX pachpocTpaHeHHe Oe3 coryacus
CyObeKTa ePCOHAIBHBIX JAHHBIX WIIM HAJIMYMS HHOIO 3aKOHHOTO OCHOBAHHUS.

MexkcereBoii IKPaAH — JIOKaITbHOE (OIHOKOMITOHEHTHOE) WM
(G YHKIMOHAIILHO-pACIIPe/IeNIeHHOE MpOrpaMMHOE (mporpaMMHO-anmnapaTHoe)
CPenCcTBO (KOMILIEKC), pealn3yrolliee KOHTPO/b 3a MH(OpMALMeH, MOCTYIIaloIEH B
HH()OPMAITHOHHYIO CHCTEMY TMEpPCOHAIBHBIX JAHHBIX M (MIM) BBIXOASALICH U3
UH(HOPMAMOHHONW CUCTEMBI.

Hapyummrens 6e30MacHOCTH NMEPCOHAIBHBIX JAHHBIX — (PU3UYECKOE JIUIIO,
ClyyaliHO WIM MpeJIHAMEPEHHO COBEpLIatollee JCHCTBHS, CIEACTBUEM KOTOPBIX
ABJISETCS HapyllleHHe Oe30MacHOCTH TEPCOHATBHBIX JaHHBIX NpU MX 00paboTke
TEXHUYECKUMH CPEACTBAMU B MH(GOPMALIMOHHBIX CUCTEMAX IIEPCOHAIBHBIX JJaHHBIX.

HeagromaTusupoBanHasi 06padoTka nepcoHaJAbHBIX JaHHBIX — 00paboTka
MEepPCOHANBHBIX  JaHHBIX, COJACpKAIMXCi B  HH(OOPMALMOHHON  cHcTeme
MEePCOHANBHBIX JAHHBIX JHO0O H3BJIEYEHHBIX M3 TAKOW CHUCTEMbl, CUYUTAETCH
OCYIIECTBIEHHOM oe3 UCTIONB30BaHMUs CpPe/ICTB aBTOMATH3alHH
(HeaBTOMATH3UPOBAHHOMN), €CJIM TaKue JeMCTBUS C MePCOHANBHBIMH JaHHBIMM, Kak
UCIIOJIb30BaHHE, YTOYHEHHE, PAaCIpPOCTPAHCHHE, YHHUYTOKCHHE I1€PCOHAIBHBIX

JaHHBIX B OTHOIICHHHM KaXIOoro H3 Cy6'BEKTOB I[NepCOHAJIBHBEIX  JaHHBIX,
OCYIIECTBIAKOTCA IIPpU HEIMMOCPEACTBEHHOM YYaCTHH YE€JIOBEKaA.

HenexkmapupoBaHHbie BO3MOKHOCTH — (DYHKIIMOHATBHBIE BO3MOKHOCTH
CPEICTB BBbIYMCIIMTEIbHOW TEXHUKH, HE OMNMCAHHbIE WJIA HE COOTBETCTBYIOLLME
OITMUCAHHBIM B JIOKYMEHTALIHH, TIPH KCIIOJIb30BaHHH KOTOPBIX BO3MOKHO HapyIIICHHE
KOH(DUICHIIMATLHOCTH,  JOCTYITHOCTH WM  LEJIOCTHOCTH  oOpabaThiBacMOM
HHGpOPMAITHH.

HecaHkuuoOHHpPOBaHHBII A0CTYN (HEeCAHKIIMOHHPOBAHHBIE AEHCTBHS)—
Joctyn K MHGOpMalMu WM JieicTBUs ¢ MHbOpMalMel, Hapyllarolye NpaBuia
pasrpaHUyeHus] JOCTYIIA C UCIOJIL30BAaHHEM LLUTATHBIX CPEACTB, MPEA0CTaBIISEMbIX
MHGOOPMAIMOHHBEIMH CHCTEMaMH MIEPCOHATLHEIX JTAaHHBIX.



6

Hocuress nadopMannn — GU3MYECKOe JHULO WX MATePHATLHBI 00BEKT, B
TOM uMCIe (pU3UYUEcKoe ToJle, B KOTOPOM MH(OpMALHsi HAXOIUT CBOC OTPAKCHHE B
BHJE CHMMBOJIOB, OOpa3OB, CHIHAIOB, TEXHMYECKHMX PEIICHHH H TMPOLECCOB,
KOJIMYECTBEHHBIX XapaKTepUCTUK (PU3MUYECKUX BEITHIHH.

OGe3MHYHBAHHE NEPCOHAJBHBIX JAHHBIX — JIEMCTBUSA, B pe3yibrare
KOTOPBIX HEBO3MOXHO OINpEJE]nTh MPUHAICKHOCTE MEPCOHATBHBIX JAaHHBIX
KOHKPETHOMY CyOBEKTYy NIepCOHA/IbHBIX JaHHBIX.

OGpaGorka NEpPCOHAIBHBIX JAAHHBIX —  JICHCTBUA (omeparmu) ¢
EpCOHANBHBIMA  JaHHBIMH, BKJIIOYas c¢OOp, CHCTeMaTH3aluio, HaKOIUIEHHE,
XpaHeHue, yTOYHEHHE (oGHOBNEHUE, U3MEHEHHE), MCIIOJIb30BaHME,
pacrpoctpaHenie (B TOM 4HCie Mepejauy), oOesMunMBaHue, OJOKMPOBAaHME,
YHHYTO)XEHHUE [1€PCOHANBHBIX JIAaHHBIX.

Oﬁmeﬂocwnﬂme nepcoHajJIbHbI€ JAaHHBbI€¢ — IICPCOHAJIBHBIE JaHHBIE, JOCTYII
HEOTPaHHUYEHHOTO Kpyra JIHI K KOTOPBIM IpEJOCTaBJIEH C coriacus CyObekTa
MIepCOHANBHBIX JIaHHBIX MM Ha KOTOpBIE B COOTBETCTBHH C (e/iepalbHBIMH
3aKOHAMH He paclpocTpansercs TpeboBanue coOmo1eHns KOHPHIEHIHATEHOCTH.

Onepatop (mepcoHaJbHBIX JAaHHBIX) — TOCYJApCTBEHHBIA  Opra,
MYHHULMIATBHBIA OpraH, I0pHIHYECKOe MM (PU3HYCCKOS JIULIO, OpraHH3yIolee U
(W) OCyIIeCTBIsIOIIee 0OpabdOTKy NEpCOHAIBHBIX  J@HHBIX, a  TaKKe
OTIpeJIeNISTOLIHE LIe/IH U COJIepyKaHne 00pabOTKU IIEPCOHAIBHBIX JaHHBIX.

TexHu4ecKHe CpeacTBa HH(OPMANMOHHON CHCTEMbI IE€PCOHAIBHbIX
JIAHHBIX — CPEJICTBA BBHIUKMCITUTEIBHOM TeXHUKH, HH(POPMALMOHHO-BEIYUCTIUTEIbHBIE
KOMIUIEKCHI M CETH, CPEJCTBA M CHCTEMBI Mepenaud, npueMa M odpaborku IT/In
(cpecTBa W CHCTEMBI 3BYKO3allMCH, 3BYKOYCHJICHHs, 3BYKOBOCIIPOM3BEACHM,
MeperoBOpHble M TEIEeBU3MOHHBIE  YCTPOMCTBA,  CPEICTBA  M3rOTOBJICHMS,
TUPAKUPOBAHUSA JIOKYMEHTOB M JIPYTHe TeXHHMYECKHE CPeCTBA 00pabOTKH peyYeBoi,
rpaduueckoit, Buaeo- 1 6yKkBeHHO-UM(PoBOH HH(OPMALIKK), IIPOrPaMMHBIE Cpe/ICTBA
(OIepalOHHBIE CHCTEMBI, CHCTEMbI yIpaBJIieHus] 6a3aMi JaHHBLIX U T.IL), CPEACTBA
3aIMTHI HHOPMAILIHH, TPUMEHsIEMbIe B UH(POPMALIMOHHBIX CHCTEMAX.

IepexBat (MupOpPMANMH) — HENPAaBOMEPHOE IIOJyYeHHE HH(pOpMaLUK ¢
HCIIOIB30BAHUEM TEXHHYECKOIO CPEICTBA, OCYIIECTBIIAIONIEr0 00HApYKEHHE, IPUEM
1 00paboTKy HH(OPMATHBHBIX CUTHAIIOB.

Ilepconanbubie  AaHHbIe — J100as  vHpOpMalMsg,  OTHOCSIIAACS K
ONpe/le/IeHHOMY HJIM  ONpelesiseMOMy Ha OCHOBAHMM TaKOH HMH(OpMaIUH
dusnueckomy JinLy (cyObEKTY MepCOHaNIbHBIX JaHHBIX), B TOM YHCIIE €ro (pamuiusi,
MMsl, OTYECTBO, '0Jl, MECHILL, JiaTa H MEeCTO POXKICHHs, aJpec, CeMeHHOe, COLMAaIbHOE,
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MMyIIIeCTBEHHOE  [OJIoXKeHue, obpasoBaHue, npodeccus, JOXOABL, Apyras
uHhopMaIus.

IMoGounbie 31eKTPOMATHUTHBIE H3JTy4eHHs H HABOJKH —
3JIEKTPOMArHUTHBIC M3JIyYEHHSI TEXHHYECKHX CpEICTB 00paboTKH 3aLMIIaeMOi
MH(OpPMAIINHU, BOSHUKAIOIIHME KaK MOOOYHOE SBICHHE M BbI3BAHHBIC SICKTPHICCKUMH
CUTHANAMM, ACHCTBYIOIIMMH B HX JJIEKTPHYECKMX M MarHMTHBIX LEISX, a TaKKE
37eKTPOMArHUTHBIE HABOJAKH OJTUX CHIHAJIOB HAa TOKONPOBOAALIME JIMHHH,
KOHCTPYKLIMH U LIETTH ITHTaHHSI.

[MOANTHKA «YHCTOr0 CTOJA» — KOMIIIEKC OpPraHM3alMOHHLIX MEPOIPHUATHH,
KOHTPOJIUPYIOIIMX OTCYTCTBME 3alIUCHIBAHMS Ha OyMaKHbIC HOCHTENIH KIIOYeH M
aTpubyTOB MocTyma (mapoJieit) U XpaHeHHs UX BOJIM3U 00BEKTOB JOCTYIIA.

IMoab3oBaTeib HHPOPMAUMOHHOH CHCTEMbI NEPCOHAJTBHBIX JAAHHBIX —
MO, ydacTBylollee B  (YHKIHOHMPOBAaHMM  HH(POPMAIMOHHOH  CHCTEMBI
IepCOHANBHBIX JAHHBIX HJIM HCITONb3YIOlee Pe3yIbTaThl €€ ()yHKIIHOHNPOBAHHUS.

IMpaBuaa pasrpaHu4eHHs AocTyna — COBOKYITHOCTb npaBu,
perjaMeHTHpPYIOIIMX TIpaBa A0CTyNa Cy0beKToB JlocTyna K 00beKTaM A0CTya.

IIporpaMMHasi 3aK/IaJKA — KOJ MPOrpaMMbl, NPeJHAMEPEHHO BHECEHHBIH B
IporpaMMy C IEJbI0 OCYLIECTBUTh YTEUKY, W3MEHHTh, OJIOKHPOBaTh, YHHYTOXKHMTH
MHGOPMALMIO MM YHHYTOXKHTH H MOAHGHUMPOBATH NpOrpaMMHOe obecreyeHHe
MHQOPMALMOHHON CHUCTEMBI IIEPCOHATBHBIX JaHHBIX W (uiv) OIOKHPOBATH
anmnapaTHble CpeCTBa.

IIporpammHoe (mMporpaMMHO-MaTeMaTHYECKOe) BO3/eHCTBHE —
HeCaHKLMOHMPOBAaHHOE  BO3JEMCTBME  HAa  Pecypchl  aBTOMAaTM3MPOBAHHOM
MH(OPMALIMOHHOM CHUCTEMBI, OCYIIECTBJIIEMOE C HCIOJIE30BAHUEM BPEIOHOCHBIX
MpOrpamMm.

PackpbiTHE NEPCOHAJIBHBIX JIAHHBIX — YMBIIUICHHOE WIM Cly4aiiHoe
HapylleH’e KOH(PpHIEHIIMATbHOCTHU [1EPCOHAIBHBIX TaHHbIX.

PacnpocrpaHeHHe MepPCOHAJBHBIX JAHHBIX — JIEHCTBMs, HallpaBIeHHbIC Ha
mepeady I€PCOHANBHBIX JaHHBIX ONPEAENEHHOMY Kpyry Jui (repeiada
I[IEPCOHAJIBHBIX ,I[aHHI:IX) HJIKM Ha O3HAKOMJIEHHEe C MNepCOoHaJIbHbIMH JTaHHBIMH
HEOrpaHHYEeHHOTO KPyTa JIUI, B TOM 4UcJie 00HapO0BaHKe MEPCOHANBHBIX TaHHBIX B
CpeicTBaX  MaccoBOM  MHGbOpMAlMM,  pa3sMelleHHe B HH(OPMAalHOHHO-
TEJICKOMMYHHUKALMOHHBIX CETAX MM TPEJOCTABICHHE [JOCTYNa K IMepCOHAIbHBIM
JAHHBIM KaKMM-JIH0O UHBIM CTIOCOO0M.

Pecypc unpopMannoHHO#l cHCTeMbl — HMEHOBAHHBIM JJIEMEHT CHCTEMHOTO,
IIPHUKJIaIHOTO WIH anmnapaTHOro obecrieueHus (YyHKUMOHUPOBaHUSA
UH(GOPMaIIMOHHON CUCTEMBL.



CrnenuajbHble KATEropHMH INepPCOHANBHBLIX JAaHHBIX — TIEPCOHATILHBIC
JaHHBIe, Kacalol[Hecss pacoBOM, HAUHMOHAJIBHOH INPUHAIENKHOCTH, MOJIUTHICCKUX
B3MVISIIOB, PEJMIHO3HBIX Wi (uinocodckux yOexIeHuid, COCTOSHMUS 3/I0pOBbiA M
MHTUMHOHN KH3HH CYOBEKTa MepCOHAIBHEIX JaHHBIX.

CpeacrBa BBIYHCINTEIbHOH TEXHHKH — COBOKYITHOCTH INPOrpaMMHBIX H
TEXHWYECKMX  TEMEHTOB  CHCTeM  OOpabOTKM  JaHHBIX,  CIIOCOOHBIX
(YHKIIHOHMPOBATb CAMOCTOATEIBHO WJIK B COCTABE APYTUX CHCTEM.

Cyobext goctyna (cy0beKT)— JMLO WIH TPOIECC, JICHCTBUA KOTOPOIo
perjiaMeHTUPYIOTCS TpaBUiaMy pa3rpaHHYeHHsI JOCTYyIIa.

TexnuuyecKkHili KaHaJd yTedkH HHGOPMAIMH — COBOKYIHOCTH HOCHTEIIs
uHopmarmu  (cpenctBa  00pabOTKH), (M3HYECKOH Cpe/ibl  PACIPOCTpaHEeHMs!
MH(QOPMATHBHOIO CHTHAIA M CPEJACTB, KOTOPLIMM JIOOBIBACTCS 3allMIaeMast
uH(pOpMaLIUSL.

Tpaﬂcrpa}mqﬂaﬂ nepeaada NnepcoHaJbHBIX JAAHHBbIX — nepeagada
NepCcOHABHBIX JJAHHBIX orepatopoM vepes ['ocynapcTeennyto rpanuny Poccniickoi
Denepauny OpraHy BIACTH WHOCTPAHHOIO TOCYJapcTBa, (U3MYECKOMY HIIM
IOPUIUYECKOMY JIMIY HHOCTPAHHOTO IrOCyIapCeTBa.

Yrpo3el 6€30MaCHOCTH MEPCOHATBHBIX IAHHBIX — COBOKYIIHOCTD YCJIOBHH U
($aKkTopoB, CO3MAIOIIMX ONACHOCTH HECAHKIMOHMPOBAHHOIO, B TOM 4HCIC
CJIy4aiiHOro, JOCTyIa K IEPCOHAIBHBIM JAHHBIM, PEe3yJIbTaTOM KOTOPOTO MOXET
CTaTh YHUYTOXKEHHE, U3MEHEHHe, OJIOKMpOBaHHE, KOIMMPOBAHHUE, paclpoCTpaHeHne
NEePCOHATBHBIX JaHHBIX, @ TAKXKE MHBIX HECAaHKIMOHHWPOBAHHBIX JICUCTBUH MPU MX
obpaboTke B UHGOPMALIMOHHOHN CUCTEME NTEPCOHATTBHBIX JTaHHBIX.

YHHUYTOKEHHE NTePCOHATBLHBIX JAHHBIX — JICHCTBUS, B pe3yJIbTaTe KOTOPhIX
HEBO3MOXXHO  BOCCTAHOBHUTL  COACP)KAaHHWE  MEPCOHAIBHBIX  JaHHBIX B
HH()OPMAIIMOHHON CUCTEME NEPCOHAIBHBLIX JAHHBIX WIM B pe3yJbTare KOTOPBIX
YHUUTOXAIOTCS| MaTepuaibHble HOCUTEIN EPCOHAJIBHBIX JaHHbIX.

YTeuka (Gammimiaemoi) uHGoOpMalMH 10 TeXHHYECKHM KaHAJIaM —
HEKOHTPOJIMPYEMOe pacrpocTpaHeHne HH(OpMalUyd OT HOCHUTENS 3alllHIaeMOu
uHbOpMALIMK  Yepe3  (HU3MYECKYIO Cpedy [0  TEeXHHYECKOro  CpPelICTBa,
OCYLLECTBJISIFOLLIEro nepexsaTr UHPOpMaLUK.

YupexaeHne — MyHULIUITAJTIBHOE YUYpPEXIAEHUE 3ApaBooxpaHeHus «l opojckas
MOMUKIUHUKA No2y.

YAa3BHMOCTh — CJa00OCTh B CpPEACTBaX 3alllUTbl, KOTOPYID MOKHO
MCIIOJIL30BATh JJISl HAPYIIEHHs CHCTEMBI WIIM COIEprKallieiics: B Hel MH(pOpMalInH.
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HesocTnoers ungopMamui — CriocoOHOCTE CPeACTBA  BLIYMCIIUTETLHOM
TEXHWKM WA aBTOMATH3MPOBAHHOW CHUCTeMBbI OOecreuuBaTbh HEM3MEHHOCTDH
MHDOPMAIIMA B YCIOBUSIX CITy4alHOro W/WIIM  TIPeJHAMEPEHHOr0 HCKaKCHHsI

(pazpyliieHus).
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OBO3HAYEHUSA U COKPALIEHHW A1
ABC — aHTUBHUpYCHEIE CpeCcTBa
APM —aBToMaTH31pOBaHHOE pabouee MeCcTo
BTCC — BcioMorarenbHble TEXHHYECKHE CPEACTBA U CHCTEMBI
WCI1I1 — unpopMallMOHHAs CUCTeMA MePCOHATBHBIX JAaHHbIX
K3 — koHTpOMpyemast 30Ha
JIBC — nokasnbHasi BRIYUCIIUTETHHAS CETh
MD — mexceTeBOi DKpaH
HCJI — HecaHKIIMOHMPOBAHHBIN JOCTYII
OC — onepanoHHas cucTeMa
[1/11 — nepcoHanbHbIE TaHHBIC
[IMB — nmporpaMMHO-MaTeMaTHYECKOE BO3/IEHCTBUE
[1O — nporpammHoe obecrieyeHue
[TOMHH — noGouHble 21eKTPOMarHUTHbIE U3/Ty4eHHsl U HABOJIKH
CA3 — cucrema aHanaM3a 3alllMIIEHHOCTH
C3U — cpenctBa 3an1uThl HHGOPMAITHH
C3I1H — cucrema (roacucTeMa) 3alldThl IEPCOHANIBHBIX JIAHHBIX
COB — cucrema 0OHapy KeHUS! BTOPIKEHHIA
TKY U — texHnueckre KaHasbl yTEUKH UH(MOpMAIA
VBIT/IH — yrpo3el 0€30MacHOCTH MePCOHATBHBIX JaHHBIX
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BBEJAEHUE

Hacrosmas [lonuTika nnopManuonHoii GezonacHoct (nanee — [lonmuTrka)
['oCy1apCTBEHHOTO GIO/KETHOIO yupesKIeH s 3paBooXpaHeHus KaniHiHIpaIcKoi
obnacti «opoackas momukiuuuka Ne2» ([anee - IlonukinuHuKa), sBISIETCS
o(pULHMATLHBIM JOKYMEHTOM H IOJArOTOBIEHA B COOTBETCTBUM ¢ Meroxnyeckumu
PEKOMEHIAIMAMHE Il  OpraHM3aliy 3alluTel HHbOpManuu 1pu  obpadoTke
MepcoOHANbHBIX JIAHHBIX B YUPEXKICHUSX 3IPaBOOXPaHEHHs, COLHMaILHOU Cchepsl,
Tpyla M 3aHATOCTH, pa3paboTaHHBIMH MMHHMCTEPCTBOM 31paBOOXPAHEHMS H
COLMaNBbHOro pa3utHs Poccuiickoit Defepaluu U cornacoBaHHbiMU ¢ DenepanbHoH
c1yk00¥ TaMOKEHHOTO 3KCIIOPTHOrO KOHTpos 22 nexkabpst 2009 rona.

[TonuTHKa paspaboTaHa B COOTBETCTBHH C IENIMH, 3ajla4aMd M MPHHLHNAMH
obecrieueHusi 6e30MACHOCTH IMEPCOHAIBHBIX JaHHBIX H3J10)KeHHBIX B KOHIETIHN
undopmauronHoi dezonacHoctu UCIIJI ITonuKIHHUKH.

[TonmutHka paspaboraHa B COOTBeTCTBUU ¢ TpeboBanuamu @eepaibHOro
3akoHa oT 27 wuwoaa 2006 1. Ne 152-®3 «O nepcoOHaNbHBIX JaHHBIX» H
nocraHoBnenus Ilpasutenscta Poccuiickoit ®enpeparuu ot 11 mHosbps 2007 r.
Ne781 «O6 yrBepxnenun Ilomoxenus 00 obecnedeHun 0e30MacHOCTH
IepCOHAIBLHBIX JIAHHBIX TpU  HUX 00paboTke B HMHQOPMALMOHHBIX CHCTEMax
[epcoHaJIbHBIX JaHHBIX», HA OCHOBAHUMU:

- «Pexomenanuii mo obecrnevyeHU0 0e30MacHOCTUH MEePCOHANILHLIX JIaHHBIX
npu ux o0paboTke B MH(POPMALMOHHBIX CHCTEMax II€PCOHAIBHBIX TaHHBIXY,
yrBepkaeHHBIX 3amecturenem aupekropa PCTOK Poccun ot 15.02.2008 r,

- «TUIoBBIX TpeOoBaHH 1o OpraHu3aluu 7 o0ecreYeHuIo
(GYHKIIMOHUPOBAHUS MG POBATBHBIX (kpunrorpaduyeckux) CpeJICTB,
Npe/HasHaYeHHbIX U 3aluThl HH(OpPMalMu, He COfepiKalled CBEJIEHHH,
COCTABJISIONIMX TOCYAapCTBEHHYIO TalWHy B cllydae M3 HCIOJB30BaHus sl
obecrieyeHnss ©€30MAaCHOCTH TEPCOHANBHBIX JaHHbIX IpH HMX o00paboTke B
MH(OPMALMOHHBIX cucremMax [EPCOHATBHBIX JIaHHBIX», YTBEPKIACHHBIX
pykoBojactBoM 8 Ilentpa @CB Poccun 21.02.2008 r. Ne 149/6/6-662.

B Ilonutuke ompenenenbl TpeboBanuss k nepconany WCII/IH, crenens
OTBETCTBEHHOCTH IEPCOHANA, CTPYKTypa U HEOOXOMMBIH YPOBEHD 3AILUILIECHHOCTH,
CTaTyC M JIOJPKHOCTHBIE 00S3aHHOCTH COTPY/IHUKOB, OTBETCTBEHHBIX 3a 00ecreyeHue
Oe3omacHocTH nepcoHanbHbIx AaHHbIX B ICIT/IH [Tonmknuunky.
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1 O0mue moJIoKEHUs

Llenbto Hactosimedn [lonuTuku sBisieTcs obecnedenre 0€30MaCHOCTH 00BEKTOB
3amUTel  [IONMUKIMHUKM OT BCeX BHIOB Yrpo3, BHEIIHMX M BHYTPCHHHX,
YMBIIIUZICHHBIX M HENpeIHAMEPEHHBIX, MUHHMHU3alus yimepda OT BO3MOMKHOH
peanuszaiyu yrpos 6esonacxoctr [1/In (YBIL/IR).

Be30macHoCTs MepCOHANBHBIX MTaHHBIX JOCTHIaeTCs IyTEM HCKIIOUeHHs
HECAHKI[MOHUPOBAHHOTO, B TOM WYHCJIE CIy4aiHOro, JIOCTyNa K MEPCOHAIbHBIM
JaHHBbIM, pPE3YJIbTAaTOM KOTOPOI'O MOKECT cTarTrb yHH‘-ITO'}KeHHe, HU3MEHEHHE,
GJIOKMpOBaHHe, KOIUPOBAHUE, PACIPOCTPaHEHHWE MEPCOHANBHBIX JAHHBIX, a TaKKe
UHBIX HECAHKIITHOHUPOBAHHBIX JI€HCTBUI.

Wudopmaiiss ¥ CBSI3aHHBIE C HeH pecypchl NOJKHBI OBITH AOCTYIHBI UL
ABTOPU30BAHHBIX  I0Jb30BaTeNnel. JIOMKHO — OCYIIECTBIIATLCS — CBOCBPEMEHHOE
oOHapy:keHHe U pearupoBanue Ha Y bI1/n.

JIOIDKHO ~ OCYIIECTBISATHCH — MPENOTBpAlleHUe  IpeJHAaMEPEHHbIX  WIIH
CIydyalHbIX, YaCTHYHBIX WM TMOJHBIX HECAaHKIMOHMPOBAHHBIX MOAMGHKALMH HIIN
YHUYTOIKEHHUS JaHHBIX.

CocTaB 0OBEKTOB 3alMTHI MpejacTaBieH B [lepeuHe mepcoHanbHBIX HaHHBIX,
MOJIEKAIIMX 3allHTe.

Cocras MCIT/IH mojexaimx 3ammure, npeacrasied B Otyere o pe3yabTaTax
MPOBEICHUs BHYTPEHHEH MPOBEPKH.
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2 O0aacre gelcTBUSA
TpeboBanus Hactosmel [TonuTHKKM pacpocTpaHAIOTCs Ha BCEX COTPYTHHKOB
[ToMMKIMHUKY (LITAaTHBIX, BPEMEHHBIX, padOTAIOMIMX 10 KOHTPAKTY U T.II.), @ TaKXKe
BCEX MPOYUX JIHIL (TTOAPSTIUKH, ayJUTOPBI U T.I1.).
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3 Cucrema 3alHThI EPCOHATBHBIX JAHHBIX

CucTeMa 3aIMThl nepcoHanbHbIX JaHHEIX (C3I1/IH), CTpOUTCS HA OCHOBAHHMM:

- Oruera 0 pe3yJbTarax [POBEJCHHs BHYTPEHHEH IPOBEPKH;

- [lepeuHs mepcoHaNbHBIX JaHHBIX, TTOUICKAIINX 3aILHTE,

- Axra knaccupukauyi HHQOPMALMOHHONW CUCTEMBI MEPCOHAIBHBIX NaHHbIX;

- Mozenu yrpo3 06e30nacHOCTH MEPCOHANBHBIX TaHHBIX;

- TTonoxkeHUss © pasrpaHdYeHHH [IpaB JOcTyna K obpabaTbiBacMBIM
HePCOHAJIBHBIM JIaHHBIM;

- Pyxosoasmux gokymernToB @CTIK u ®Cb Poccum.

Ha OCHOBaHMM 3THX JOKYMEHTOB OIIpeiesseTcss HEeOOXOIMMBIA ypOBEHb
samumedHocty I1/IH xaxnoi MCII[u Ilonuknuauku. Ha ocHOBaHWHM aHaiiv3a
aKTyaJbHbIX yrpo3 OesomacHoctu [1J[H omucannoro B Mogenu yrpo3 u Ordera o
pe3ynpTataXx IIpOBEIEHHMS BHYTPEHHEH IpoBepke, [ellaeTcs 3aKjIl04YeHHE O
HEeoOXOAHMMOCTH HCIIOJB30BaHMS TEXHUYECKUX CpEICTB M OpraHM3alUOHHBIX
MeponpHaTHH i obecniedenus OesomacHoctd I1/{H. BriOpannble HeoOXoaMMBbIe
MeponpHsTHs oTpaxatorcs B [lnare MeponpusaTHii o odecnedenuro amutel [1/1H.

Jis kaxmoit MCIIOH pomkeH OBITh COCTaBJIEH CIHMCOK HCIIOJIb3YeMbIX
TeXHUYECKMX CPEACTB 3alluThl, @ TaKk »JKe IPOrpaMMHOro obecnedyeHus
y4acTBymouero B oopadorke IT/{H, Ha Bcex anemenrax MCIIdH:

- APM nosip3oBarenei;

- CepBepa NpHII0KEeHUH;

- CYB/J;

- I'panuna JIBC;

- KananoB nepenadu B ceTH 00INEro MOJIb30BaHUSA U (HIJIM) MEXKIYHApPOJIHOIO
oOMeHa, ec)ti o HUM nepegatores [1/1H.

B sasucumoctu ot ypoHs 3ammmenHoctd MCIIJIH v akTyaapHBIX yrpos,
C3I1J1 MokeT BKJIIOYaTh CAeyIOlHe TEXHUUYECKHUE CPEJICTBA:

- AHTHBHPYCHBIE CpecTBa I paboynX CTAHIUH I10JIb30BATENIEH U CEPBEPOB;

- Cpe/ICTBA MEXCETEBOI0 SKpaHUPOBAHUS;

- cpeicTBa  KpHITorpaguyeckoil 3amuTel MHGOPMalUWH, IIpU Tepenadye
3alMIIaeMoil HH(GOpMAalMK 110 KaHalaM CBSI3H.

Tak e B CHOHCOK JODKHBEI OBITh BKIFOYEeHbl (YHKUMM  3alUTEHI,
obecrieynBaeMble INTATHBIMM cpeiacTBaMu 00pabotku II/lH  omepanMOHHBIMH
cuctemam  (OC), npuknaausiM  [IO  w  crenuanbHBIMM - KOMILJIEKCAMH,
peau3yonUME CpeacTBa 3aluThl. CITMCOK (PYHKIMH 3aIUThl MOXKET BKIIIOYATh:

- yIpaBJjeHHe U pa3rpaHuyYeHne JOCTya MoJIb30BaTeNleil;

- PeTHCTpAaLHIO U yueT AeicTBHil ¢ nHpopMaLHe;
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- obecrieynBaTh 1eJJOCTHOCTh TaHHbBIX;

- IPOU3BOJIUTEH OOHAPY’KEHHH BTOPIKEHHH.

CnHMCOK HCMOJNB3YEMBIX TEXHMYECKHX CpeJcTB oTpakaercs B Ilinane
MGPOHprIﬂTHﬁ 1o 06ecnequm0 3alllUThI NnepCoHaJIbHBIX JaHHBIX. CHHCOK
HCIIOJIB3YEMBIX CPEJACTB JOJDKeH IOJJIEPXKUBATECS B aKTyalbHOM COCTOSHWH. [Tpu
M3MEHEeHUH COCTaBa TeXHMueckux cpejctB 3ammutel win anemeHtoB MCIT/IH,
COOTBETCTBYIOIIHUEC HU3MECHCHUSA TOJIPKHBI OBITL BHECEHBLI B CHHCOI{ 51 }’TBep}Kﬂ,eHbI
pYKOBO,IIHTe.TIeM [ [ONUKJIIMHUKH HIIH JIUIIOM, OTBETCTBCHHLIM 3a obecrieyeHHe
samuThl [1/1H.
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4 Tpeoosanus k noacucremam C3I1/1n
C3I1/11 Bxiroyaer B ce0s ciieayromue MoJICUCTEMBI:
- yupaBJIeHHA OOCTYIIOM, pErucTpaliuu U y4deTa,
- obecrnieyeHHs LIEJIOCTHOCTH U JOCTYIIHOCTH,
- aHTUBUPYCHOM 3aIUTEL;
MEKCETEBOTO SKPAHUPOBAHMSI;
aHaJINn3a 3alllUuIIIEeHHOCTH,

oOHapyKeHUs BTOPIKEHHH;

KpHUNTOrpauIecKoi 3alHTHL.

IMoacucremsl C3I1/IH wMerOT pa3ivuHblid (YHKLIHMOHAI B 3aBUCUMOCTH OT
kmacca MCIIJ{n, onpenenenHoro B AKTe KlacCHpMKalMK HHOOPMALHOHHOH
CHUCTEMBl [EPCOHAIBHBIX JaHHbIX. CIHCOK COOTBETCTBUS (DYHKIMH IOJCHCTEM
C3I1JIa knaccy 3allUIIEeHHOCTH MpecTaBieH B [IpunoxkeHuu.

4.1 IMoacucTeMbl yHpaBJieHHs JOCTYNIOM, PErHCTPANUH H y4YeTa

[TomcucTeMa yIpaBiIeHUs OCTYNIOM, PErMCTpalMHM W ydera NpeaHa3HaueHa
IS peann3aliy ClIeayomux QyHKIMM:

- WJeHTU(UKAIIMK ¥ TIPOBEpKa MOMJIMHHOCTU CyOBEKTOB JIOCTYIa TIPH BXOJIE B
WUCTI 1,

- HAeHTH(HUKAIMK TEePMHHAJIOB, Y3J0B CETH, KaHallOB CBA3H, BHCIIHHX
YCTPOMCTB 110 JIOTHYECKUM UMEHaM;

- HAeHTHUKAIMKA TIPOrpaMM, TOMOB, Karajloros, (aiioB, 3amucei, noJel
3ariMceu 1o UMeHaMm;

- perucTpaluu Bxoja (BbIXo1a) CyOBEKTOB JOCTYIa B CHCTEMY (M3 CHCTEMBI),
a00 perucTpanus 3arpy3kd ¥ HHULMAIM3AlMM ONEPallMOHHOM CHCTECMbI H €€
OCTaHOBA.

- PETUCTPAIMM  MOMBITOK JIOCTyNa MNPOTPAaMMHBIX CpEICTB (Iporpamm,
MPOLIECCOB, 3a/1a4, 3a/1aHHil) K 3allMIIaeMbIM (aiiam,

- PErMCTpPALMMA TIONBITOK JIOCTyNa NPOTpaMMHBIX CpEACTB K TepMHHAlaM,
KaHaJlaM CBsI3H, porpaMMaM, ToMaM, Katajoram, (haiiam, 3arucsaM, IoIsaM 3aiucei.

[Toscucrema yripaBlieHUs] JOCTYIIOM MOXKET OBITH pea30BaHa C IOMOIIBIO
IITaTHBIX cpeacTB o6paboTku I1/IH (onepanmnonHbixX cucreM, npunoxenuit 1 CYB/I).
Tak ke MOXKeT OBITh BHEAPCHO CICHHAJBHOE TEXHHYCCKOC CPCACTBO MM HX
KOMILIEKC OCYIIECTB/ISIFOIIME JIOTIONIHUTEIbHbIE Mepbl 110 ayTeHTU(DUKALMUA U
KOHTpoto. Hampumep, npHUMEHEHUE €IMHBIX XPaHWJIMIL YYETHBIX 3alucen
I0JIb30Bareseil U perucTpaluoOHHON HHGOPMALMK, UCIIONb30BaHHEe OMOMETPUIECKHUX
M TEXHUYECKHX (C MMOMOLIBIO 3JIEKTPOHHBIX IPOIYCKOB) Mep ayTeHTU(UKAUUU U
ApPYyTHX.



17

4.2 loacucreMa obecrnedyeHUs1 HEJOCTHOCTH H IOCTYITHOCTH

IToncucrema oOecriedeHUs LEIOCTHOCTA M JOCTYIHOCTH IIpeJHazHayeHa st
obecriedeHuss IEJIOCTHOCTH M aoctynHoctd [1JIH, mporpaMMHBIX W ammapaTHBIX
cpencts MICIT[IH ITonMKIMHUKH, a TaK e CPEJCTB 3alIUThI, MPU CIy4alHON WIH
HaMepeHHOH MOJTU(PUKAIINN.

ITogcucrema peanusyercs ¢ IOMOLIBIO OPTaHU3allii PE3CPBHOTO KOITMPOBAHMS
oOpabaTeIBaeMbIX JIaHHBIX, @ TaK K€ pPe3epPBUPOBAHHEM KIIIOUEBBIX DJICMEHTOB
WUCIIH.

4.3 IloacucreMa AHTHBHPYCHOM 3AIIHThHI

[TojcucreMa AHTHBHPYCHOH 3allMThl [peAHa3HadeHa Juis 00eCreYeHHs
aHTUBHPYCHOH 3amuThl cepsepoB U APM none3osarenein UCI11n IIomuKIHHAKH.

CpencrtBa aHTHBHPYCHOM — 3aIlMTBl  NpE/Ha3sHa4e€Hbl JUIA  pealu3aluy
CeNYOIUX (DYHKIIHM:

- pe3HMAeHTHBIH aHTUBUPYCHBIH MOHUTOPHUHT;

- aHTUBHUPYCHOE CKaHUPOBAaHHE;

- CKpUNT-0JIOKUPOBAHUE;

- IIEHTPAIHM30BaHHYIO/YIaIeHHYIO YCTaHOBKY/AE€UHCTAISALMUIO aHTUBUPYCHOIO
NPOJYKTa, HACTPOUKY, aJIMUHUCTPHPOBAHUE, NMPOCMOTP OTYETOB M CTATHCTHYECKOM
HH(OpPMAaLIUHU 10 padoTe NPOLYKTa;

- aBTOMaTH3UPOBaHHOE OOHOBIEHHE aHTUBHUPYCHBIX 0a3;

- OTpaHMYEHHUE MpaB I[10Jb30BaTe/Id Ha OCTAHOBKY MCIOJHAEMbBIX 3a/1a4 H
M3MEHEHHs] HACTPOEK aHTHBHPYCHOTO MPOrPaMMHOTO 00ecTeueHus;

- aBTOMAaTHYECKHUH 3aMyCK cpasy Mnociie 3arpy3Ku OnepaluoOHHOM CUCTEMBI.

[Toncuctema peanusyeTcss MyTeM BHEAPEHHSA CIELMAIBLHOrO aHTHBHPYCHOIO
nporpamMMHoOro obecneuenus Ha Bee anemeHTsl MCIT/IH.

4.4 MoacueTeMa MeKCETEBOI0 IKPAHHPOBAHUS

[TojcucreMa MeKCeTeBOTO SKpaHHUPOBAHHS IpeHa3HaYeHa Ul peanu3aliu
CIIeAYIOMIUX (PYHKIHN:

- punpTpanMKM OTKPBITOTO U 3amudpoBaHHOro (3akpeiToro) IP-tpaduka mo
CNICAYIOIIMM ITapamMeTpam;

- ¢puKcallMd BO BHYTPEHHHX JKypHajaX HHGMOpMAaLMM O MPOXOAsILEM
OTKPBITOM U 3aKpbITOM IP-Tpaduke;

- WIeHTH()HUKAIIMKA U ayTEHTH(QHUKAIMIO aIMHHUCTPATOPa MEKCETEBOTr0 IKpaHa
IIPY €ro JIOKAJIbHBIX 3alpocax Ha JOCTYI;
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- perucTpaniu Bxoja (BBIXOZA) AJIMMHMCTpaTopa MeEKCeTeBOro dSKpaHa B
cucreMy (M3 cHCTeMbl) JMOO 3arpy3kKM M HHUALMATU3aldd CHCTEMbl H  ee
IPOrpaMMHOI0 OCTAaHOBA,

- KOHTPOJIS LIEJIOCTHOCTH CBOEH POrpaMMHON ¥ HHHOOPMAIIMOHHOH YacTH;

- (UIETPALIHY TIAKETOB CIY)XeOHBIX MPOTOKOJIOB, CIIYKALIMX ISt AMarHOCTUKA
¥ ylpaBicHUsA paboTON CETEBBIX YCTPOHCTB;

- (uibTpalMM € Y4Y€TOM BXOIHOIO M BBIXOIHOIO CETEBOIO uHTepdeiica Kak
CPeICTBO MPOBEPKH MONTHHHOCTH CETEBBIX apeCOB;

- perucTpalyy 1 y4eTa 3anpaliiBaeMbIX CEPBUCOB IIPUKITATHOTO YPOBHA,

- GIIOKUPOBAHMS JIOCTYNa HEUACHTH(GULIHPOBAHHOTO 00BEKTa WiIu CyObeKTa,
IMOUIMHHOCTE KOTOPOro TpPH ayTeHTU(HHMKALMKM He TNOATBEpAUIach, METOAAMHU,
YCTOMYHBBIMU K IepexBary;

- KOHTPOJIS 332 CETEBOM aKTHBHOCTBIO NMPHUIIOKEHHH H OOHApy»eHHUSA CETEeBbIX
aTak.

[TomcucTtema peanu3yeTcs BHEAPEHUEM IPOIPAMMHO-AINIAapaTHRIX KOMIUIEKCOB
MeKCeTeBOoro 3KkpanupoBanus Ha rpanuiie JIBC, knaccom He HUKe 4.

4.5 MMoacucreMa aHAIN32 3aIHIIEHHOCTH
[TojgcucreMa aHanu3a 3allUIICHHOCTH, MOJDKHA oOecrneduBaTh BbISBIECHHS
ys3BUMOCTeM, cBs3anubix ¢ oumbOkamu B koHpurypanuu IO MCII/H, xoTtopsie
MOI'yT OBITH HCIIOJIB30BaHBl HAPYLIUTENIEM JUIsS peau3allii aTaki Ha CHCTEMY.
@OyHKUUOHAI TOACHCTEMBI MOXeT OBITh pealM30BaH IPOrPaMMHBIMU U
IPOrpaMMHO-aMMapaTHEIMU CPEICTBAMH.

4.6 lloacucrema oOHApY:KeHUSI BTOPKEHHH
ITongcucreMa OOHapyXKeHHs BTOPXKEHUH, JO/DKHA 00ecreYuBarh BEISBIEHHE
cereBblX arak Ha areMeHThl MCIT/IH noaK/IoYeHHbIE K CeTsIM 00ILero rnojb30BaHus U
(MIK) MeXXAYHaApOJHOIro oOMeHa.
OYHKIMOHAT TOJCHCTEMBbl MOXET OBITh pealu30BaH IPOrPaMMHBIMH U
MIPOrpaMMHO-aINapaTHbIMU CPEACTBAMH.

4.7 Tloacucrema KpUNTOrpauuecKOn 3alHThI
[Toncuctema kpunrorpaguueckoi 3allMThl NpeAHa3HAYeHa Ui HUCKIIOYEHUS
HCJI x 3amumaemoit undopmanuu B UCII/In ITonuknuauky, npu ee nepenadu Io
KaHajJlaM CBS3H CceTel 00IIero mojib30BaHus U (MJIH) MEXK1YHApOIHOro 0OMeHa.
[Toxcucrema peanusyeTcsi BHEAPEHUs KpPUNTOTpadUYECKUX MPOrpaMMHO-
arnmnapaTHbIX KOMIIJIEKCOB.
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S TMMoan3osarean UCIIIn

B Konuenuuu wuHOOPMAIMOHHOW 0€30IaCHOCTH ONpe/eIeHbl OCHOBHBIC
KaTeropuu TIoJjb3oBarened. Ha OCHOBaHMM OTHX KaT€ropuum J0JDKHA OBITH
npoussenena tunuzanus nons3osareneii UCIIu, onpejenes ux yposeHb T0CTyNa U
BO3MOKHOCTH.

B MUCIIOu ITonMKIMHUKKA MOXHO  BBIAEIHTH  ClEylollde  TPYIIbl
ToJIb30BaTeNIel, Y4acTBYIONHX B 00padoTKe U Xpanenuu I1/1n:

- Anmunuctpatopa UCIIn;

- AqMuHHCTpaTopa 0e30I1acHOCTH;

- Oneparopa APM;

- AIMUHUCTpATOpa CETH;

- TexHuueckoro  creu@anucra 1o  OOCHYKMBaHHIO  IepU(pepUiAHOTO
00opyl0BaHus;

- [Tporpammuct-pazpadotunk MCIT/IH.

JlaHHble O  TrpyImax  [OJIb30BaTellsX, YpPOBHE  MX  JIOCTyma WM
UH(GOPMHUPOBAHHOCTH IO/DKEH ObITh oTpakeH B IlonoxeHue o pasrpaHUueHuH IpaB
Joctyrna K 00padaTbiBaeMbIM [1€PCOHAIBHBIM JaHHBIM.

5.1 Aamuuucrpatop UCII/In

Anvunuctparop WCII/IH, cotpyaHuk IlonMKIMHMKH, OTBETCTBEHHBIH 3a
HACTPOHKY, BHEJpeHHE %} COTIPOBOXKIEHHE UCIIx. OGecneunBaer
GyHKuMoHHpoBaHKe moacucteMsl ynpasineHus pocrynom MCII/IH u ynonnomoveH
OCYIIECTBIIATE MIPEOCTABICHHE U pasTpaHUYEHHe JJOCTYyNd KOHEYHOIO 110J1b30BaTeIs
(Oneparopa APM) K sjieMeHTaM XpaHsIIUM [IepCOHalbHbIE JaHHBIE.

Anmvunuctparop UCITIH obnagaer clieyIolllMM ypOBHEM JOCTYNA U 3HAHUH:

- 00JiagaeT moJiHoM HHGpopMaIKeld 0 CUCTEMHOM U IIPUKJIaJHOM ITPOTPaMMHOM
obecrieuenuu MCI1/IH;

- o6namgaeT moyiHOM WH(popManuel 0 TEXHUIECKHUX CpelIcTBax ¥ KOH(pUrypamuu
NCITdH;

- UMEEeT JIOCTYII KO BCEM TEXHHYECKHM CpecTBaM 0O0paboTKH MH(OpPMaLUH H
nanueiM UCITH;

- o0yiajaeT mpaBaMH KOHGHUTYpPUPOBAaHUSA W aJMHHHUCTPATHBHOM HACTPOMKH
texuuueckux cpeacts MCIIIH.

5.2 AamuHHCTpaTOp 0€30NacCHOCTH
AnMuHucTpaTrop 6€30MacHOCTH, COTPYIHUK [T0NUKIMHUKY, OTBETCTBEHHBIHA 3a
¢ynkquonuposanune  C3I1/In,  Bimowas  oOcCiIy)KMBaHHE W HAaCTPOMKY
aZMHHUCTPATHUBHOM, CEPBEPHON M KIIMEHTCKOW KOMIIOHEHT.
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AnMuHUCTparop 0€30M1acHOCTH 00J1a/laeT CIIEAYIOIMM YPOBHEM JIOCTYyIa U
3HAHUM:

- obnanaer npasamu Aagmunuctparopa MCI1/1H;

- obnanaet nosHoi uHbopmanuei 0o UCIT/IH;

- UMeeT JOCTYN K CPelCTBaM 3alIWThl UH(MOPMALUKM U IIPOTOKOIUPOBAHMUS U K
yacTu KioueBbix ayiemeHToB MCII/IH;

- He UMeeT IIpaB JA0CTYIIa K KOH(PUI'YPUPOBAHHUIO TEXHUYECKUX CPeACTB CeTH 3a
UCKIIIOUEHHEM KOHTPOJIBHBIX (MHCIIEKIIMOHHBIX ).

AZMUHUCTpaTOp 6€30MaCHOCTH YIIOJIHOMOYEH:

- peallM30BBIBaTh IMOJUTUKK Oe3onacHocTd B 4yactd Hactpodku CK3H,
MEYKCETEBbIX 3KPaHOB M CHUCTEM 06Hap}OKEHHH dTaK, B COOTBETCTBHH C KOTOPbIMH
nonb3oBaresb (Onepatop APM) moiydaeT BO3MOXKHOCTb paboTaThk ¢ 3JIeMEHTaMu
HUCTI/H;

- OCYILECTBIATH AyIUT CPELICTB 3aALLUTHI;

- YCTaHaBJIMBaTh JOBEPUTE/bHbIE OTHOLIEHUS CBOEH 3alllMIIEeHHOH CeTH C
CETAMHU JAPYIUX YupexIeHui.

5.3 Onepatop APM

Oneparop APM, corpynHuk [TOJUKIUHUKH, OCYIIECTBISIOMHNA 00paboTKy
IT/In. Ob6paborka IIJIn Briroyaer: Bo3MoxHOCTh npocmotpa [1/IH, pyuHO# BBOA
[T B cucremy MCII[IH, ¢dopmupoBaHue CHpaBOK U OTYETOB [0 HH(OPMALMH,
nomydennon wu3 HMCIIJl. Oneparop He HMeeT IOJIHOMOYHI Uil yIpaBlIeHUs
nogcucreMaMu o0pabotku naHHeiX 1 C3I1/1H.

Omneparop UCI1/IH o6nanaeT cneyrommuM YPOBHEM JOCTYIIA ¥ 3HAHHI:

- obnamaeT BCceMH HEOOXOAMMBIMH aTpuOyTaMu (HampuUMeEp, [apoJieM),
obecreunBarOIIUMH JOCTYII K HEKOTOpoMy moaMHoxkecTBy [1/1H;

- pacrionaraeT KOHGUACHIHATBHBIMHU JIaHHBIMH, K KOTOPLIM UMEET JOCTYII.

5.4 AaMuHHCTpaTOp ceTH

AJIMMHHUCTPATOp CETH, COTPYAHHK I[IONHMKIHHUKH, OTBETCTBEHHBIA 3a
(bYHKIIMOHUPOBAHUE TEJIEKOMMYHUKAITUOHHOH [IOJICUCTEMBI NCII/H.
AJMUHHMCTPATOp CeTH He HMeeT MOJHOMOYHM ISl yIpaBieHUs MOACHCTeMaMH
00paboTKU AaHHBIX U 0€30IIaCHOCTH.

AJIMHHUCTPATOp CETH 00JIa/laeT CIIEAYIOIIMM YPOBHEM JOCTYIIA U 3HAHMI:

- o0yazaeT yacTeio HHGOPMAIMU O CHCTEMHOM H NPUKJIAJHOM MPOrPaMMHOM
obecnieuenun UCITH;

- obsiajiaeT yacTeio HHQOPMALUH O TEXHUYECKHX CPEICTBAX M KOHMUIYpalUH
MNCITdx;
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-uMeeT (U3MUYECKHIl JMOCTYI K TEXHHYECKHM CpeicTBaM o0paboTkn
MHGOPMALIHK U CPeICTBaM 3allUThI,
- 3HAET, 110 MEHbIIIeH Mepe, OJHO JIeTallbHOe UMS TOCTYTIA.

5.5 TexHHYeCKHi CIENHAJHUCT M0 00CTYKHBAHHIO NepUpepUiiHOIO
obopya0BaHHA

TexHuYeckuil crnenmamucT Mo OOCITYKUBAHUIO, COTPYAHHK [loaMKIHHUKH,
OCYIIECTBIAET OOCIYKMBAaHHE ¥ HACTPOiKy Hepudepuitnoro o000pyaoBaHus
WUCIT/{H. TexHUUeCKHH CIELUANKCT MO 00CIyKUBaHHIO He umeeT poctyna K I1/1n,
He WMEeT IIOJHOMOUMH MIs YIpaBleHUs IOJCHCTEMaMH 0O0pabOTKM JaHHBIX H
©e30MacHOCTH.

TexXHUYECKHH CIIeLUaIUCT 110 00CTyKUBaHUIO 00J1a/1aeT CIEeAYIOIUM YPOBHEM
JIOCTyNa U 3HAHWM:

- obnasaeT 4acThi0 HH(GOPMAUHUHU O CUCTEMHOM H NPHMKIAJHOM MPOTPaMMHOM
obecnieuernnu MCI1/1H;

- 00n1aj1aeT 4acThio MHGOPMALIUK O TeXHUYECKUX CPEICTBAaX M KOH(UIYpaLin
HUCI1xH;

- 3HaeT, [0 MeHbLLIEeH Mepe, OJJHO JIerajlbHOe UMS JI0CTYIIA.

5.6 Iporpammucr-paspadorunk UCII/In

[IporpaMMHUCTEI-pa3paboTUMKK (IIOCTABIIMKH) TPUKIAJHOIO MPOTPaMMHOrO
obOecrieyenusi, 00ecneYrBaIOIINEe ero COMPOBOXKICHNE Ha 3alluiiaeMoM o0bekTe. K
JNAHHOM TrpyINe MOrYyT OTHOCHUTBbCS Kak COTpyAHMKM IlonvKiIMHUKH, TaKk M
COTPYAHWKH CTOPOHHHUX OpraHU3allyi.
JInuo 3TOM KaTeropuu:

- obnagaer wunHpopMmarmei 00 anropuTMax W IporpaMMax o00paboTKH
nadopmaruu Ha UCI1/1H;

= 06na,uaeT BO3MOHOCTIMH BHCCCHHUA OHJHGOK, HCACKIIapHUpOBaHHBIX
BO3MOKHOCTEH, MPOrpaMMHBIX 3aKJIaJ0K, BPEJOHOCHBIX MPOrpaMM B NPOrPAMMHOE
obecneuenue MCI1)IH Ha cTaguu ee pa3pabOTKH, BHEIPEHUS U COIIPOBOKICHHS;

- MOXeT pacroJjarath JioObIMH (parmMeHTaMH HHGOPMALUUA O TOIOJOTHU
WCIT/In 1 TexHuyeckux cpeacTBax o6paboTku u 3amuThl [1/IH, 0OpabareiBaeMbIX B
NUCI/n.
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6 TpeGoanus K nepconasy 1o odecrnedennio samutol [

Bee corpyauuku I[lonuknmHuky, sABIAIOLIMECH TMONL30BATE/IIMH NCIT/H,
JIOJKHBL Y€TKO 3HATEH U CTPOTO BBIMOJIHATH YCTAHOBICHHBIE MPaBUia U 00513aHHOCTH
Mo JOCTYNy K 3allMiiaeMbIM O0O0BeKTaM H COOJIIOJEHHIO IIPUHATOTO peXHUMa
oesonacHoctu [1/1H.

[Ipy BeTymieHMH B JOJ/DKHOCTE HOBOIO COTPYJIHHKA HeToCpeICTBeHHEIH
HaYyalbHUK IIOZIpa3/eNeHus, B KOTOpOe OH IIOCTyNaeT, 00s3aH OpraHu30BaTh €ro
O3HAKOMJICHHE C MOKHOCTHOH HMHCTPYKLIHMEH M HeOOXOOMMBIMH JOKyMEHTaMH,
pernameHTHpyOmUMU TpeboBanus no 3aumre [1/1H, a Takxke 00ydeHHe HaBbIKaM
BBIIIOJIHEHHS TIPOLIEAYpP, HEOOXOAUMBIX JUlsl CaHKIHOHHPOBAHHOIO MCIIOJIb30BAHMUA
HCTI/H.

COTpyIHHUK JOJDKEH OBITH 03HAKOMIICH CO CBEICHUAMH HacTosen [lonnruky,
NpUHATHIX mpoleayp padotsl ¢ anementamu MCIL/In n C3I1/1H.

Corpyauuky  [lonMKIMHMKH,  WCIONB3YIOMIME  TEXHHYECKHE  CPEICTBA
ayTeHTU(UKAIMM, JODKHBl ~ OOeCHedHBaTh  COXPAHHOCTH — HMIECHTH(HKATOPOB
(anekTpoHHBIX Kimiodeit) 1 He pomyckarth HCJ[ k HHM, a Tak ke BO3MOKHOCTH MX
yTepH WJIM MCIIOJIB30BaHMs TPEThbUMHM JHLaMu. [losk30BaTenn HeCyT NepCoHaIbHYI0
OTBETCTBEHHOCTh 38 COXPAaHHOCTb UICHTH(DUKATOPOB.

Corpyauuks [TOMMKIMHUKY J0JKHBI CIEI0BATh YCTAHOBICHHBIM MPOLIEypam
nojaepKanus pexkuma GezonacHocTd [1/]H npu BeIOOpe M MCIIOTB30BAHUY ITapoOsIeH
(ec/IH He MCIIOJIB3YIOTCS TEXHUYECKHe CPe/ICTBA ay TeHTU(PUKALIMH).

Cotpyauuku TTONMKIMHUKA JODKHBI 00eCreurBaTh HA/UIEKAIIYI0 3allUTy
060pyI0oBaHus, OCTaBIsieMOro Ge3 MpUCMOTpa, 0COOEHHO B TeX Cly4asX, KOorjaa B
MOMeEILeHHEe MMEIOT JIOCTYII IMOCTOPOHHUE J1HLa. Bee 110sb30BaTe JOJDKHBI 3HaTh
TpeGoBanus 1o Oesomacoctd IIJJH u mporeaypbl 3ammThl  00OpYAOBaHHA,
OCTABJIEHHOro 0e3 NPUCMOTpPa, a TAKXKe CBOM 00S3aHHOCTH MO 00ECleUeHUI0 TaKoH
3alUThI.

CoTpyHHKAM 3ampeliaeTcsi yCTaHaBIMBaTh IIOCTOPOHHEE IPOrPaMMHOC
obecriedeHre, TMOJAKIKOYATH JIMUYHBIE MOOMIIBHBIE YCTPOWCTBA MW HOCHTEIH
nHG(OpPMALIMH, & TaK e 3alHCBIBAaTh Ha HUX 3alMIIAEMY0 HHPOpMALHIO.

CoTpyJHMKAM 3amlpellaeTcss pasriamarh 3allyilaeMylo  MH(pOpMAaLHIO,
KOTOpas cTaja WM H3BecTHa Hpu pabore ¢ HMHOOPMANMOHHBIMM CHCTEMAMHU
[ToNMKIMHUKH, TPETHUM JIHLAM.

[Ipu pabore ¢ I[I[Jn B UCIIAH corpyauuku IlonuknvHuku o00s3aHbI
obecreunTh OTCYTCTBHE BO3MOXHOCTH Mnpocmotrpa IIJIH TpeThUMH JHLIAMU C
MoHUTOpOB APM uim TepMuHaos.

I[Ipu 3aBepimenuu paGorel ¢ UCITH coTpyaHUKH 00s3aHbl 3amuTuTh APM

HIH TE€pMHHaJbl ¢ ITOMOIIBIO 6J'IOKI/IpOBKH KJIIOUOM HJIM 3KBHBAJICHTHOI'O CpPEJICTBA
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KOHTPOJIS, HAIIPUMED, JOCTYIIOM I10 TTapoJIio0, €ClIM He UCIIONB3YIOTCS Oonee CUITBHEIE
CpeACTBa 3alLUTHI.

Corpynuuky TTOMMKIHHHKY J0JIKHBI OBITH IIPOMH(OPMHUPOBaHEl 00 yrposax
HapymeHans pexkuma OesomacHocTd [1J[H ¥ OTBETCTBEHHOCTM 3a €0 HapyUIEHHE.
OHH JOMKHBI OBITH O3HAKOMIIEHBI € YTBepXKIAEHHOH (OpMaNbLHOH IIpoLeaypoi
HAJIOXKEHUS IUCIMIUVIMHAPHBIX B3BICKAHWKA Ha COTPYAHUKOB, KOTOpbIE HApyLIWIH
NPUHATBIE TIOJIMTUKY U Tpoueaypsl Oe3onacHocty I[1/1H.

CoTpynHHKH 00s3aHbl 0e3 nmpomeaneHus coodwarek 000 Bcex HadIII0JaeMbIX
WIIU NO/1I03pUTENBHBIX citydasx padoTel MCIT/IH, Morymux nosjieus 3a cOO0H yrpossl
oeszomacHoctd II/IH, a Tak)Ke O BBIABJIEHHBIX MMM COOBITHAX, 3aTpardBarollMX
Oe3omacHocTh [IJIH, pYKOBOICTBY ToJpa3lejieHus W JIMIYY, OTBedaioulemy 3a
HEMeJICHHOe pearupoBaHue Ha yrpo3bl 0ezonacHocTH [1/1H.
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7 NoakHocTHbIE 00s13anHocTH nojas3oBateneid MCIAn
JlomxHocTHEIE 00s3aHHOCTH nosb3oBaresneit MCII/Ix onucanbl B CICYIOMIX
NOKyMEHTax:
- Uncrpykims agmuauctpatopa MCILIH;
- Muctpykums agmunuctparopa 6esonacnoctu UCTTH;

- Muctpykuus nons3osarens MCI1/Ix;
= HHCprKI_II/IH TI0JIB30BaTEIIA IIPHU BO3HHUKHOBEHUH BHCLHITATHBIX CHTyaHHﬁ.
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8 OrBercTBenHocTh coTpyaunkos UCI I Mommkannuku

B cootserctBuuM co cr. 24 @enepansHoro 3akoHa Poccuiickoit ®enepaiuu ot
27 mona 2006 r. Ne 152-®3 «O nepcoHanbHBIX JAaHHBIX» JIMId, BUHOBHBLIE B
HapyumieHuH TpeOoBaHMM JaHHOro ®PenepalbHOr0 3aKOHA, HECYT IPaXKIaHCKYIO,
YTOJIOBHYIO, aIMHHHCTPATHBHYIO, NUCIHMIUIMHAPHYID W HHYIO MPEIYyCMOTPEHHYIO
3aKoHOaTeNIbCTBOM Poccuiickoit Menepaliii 0TBETCTBEHHOCTb.

JeiicTByromee 3akoHoIaTebcTBO P mo3BoiseT MpeabaBIsSTh TPEOOBAHHUS 110
obecneyenuro  OesonacHo  pabGoTBl ¢ 3amMiiaeMoii  uHpopMaumeid U
IpeflycMaTpUBaeT OTBETCTBEHHOCTH 33 HapyIIeHHE YCTAHOBIEGHHBIX IIPABHIT
skciryarauud OBM M cucTeM, HenpaBOMepHBIH JOCTYN K HMH(OpPMAIMH, €CIH 3TH
JNEHCTBUSA TNPUBEIH K YHHYTOKEHHIO, OJIOKUPOBaHHIO, MOAM(HUKAIIMKA UH(POPMALIUN
WK HapyIneHuto padotsl DBM uiu cereit (ctatbu 272,273 u 274 VK PO).

Anmunucrparop  MCII[lH u  agMunHHCTpatop  6€301MacHOCTH  HECyT
OTBETCTBEHHOCTEL 3a BCE NEHCTBHS, COBEPLICHHBIC OT MMEHHM HMX YYETHBIX 3allMcei
WM CHCTEMHBIX YYETHBIX 3aIlUCEH, ecliM He Jl0Ka3aH (aKkT HeCaHKIIMOHHPOBAHHOTO
HCII0JIb30BAaHUS YUETHBIX 3alHCeH.

[Ipu nHapymenusix corpynnukamu ITomukmuauku — nosszosareneir MCI1/xH
NpaBHJI, CBA3AaHHBIX ¢ OesomacHocThio IIJIH, OHM HecyT OTBETCTBEHHOCTD,
YCTaHOBJICHHYIO JCHCTBYIOIIMM 3aKOHOaTeIbcTBOM Poccuiickoit @eaepanuu.

[IpuBeennsie BpINIe TpeOOBaHHS HOPMATHBHBIX JOKYMEHTOB I10 3alllUTe
MHGOPMAIIMK  JOJDKHBI OBITH OTpakeHbl B [loJOKEHHSAX O TOApa3/IeeHUsIX
[Tomukmuauky, ocymectistommx 06pabotky ITJn B MCII/lH ¥ [0IKHOCTHBIX
UHCTPYKLMAX COTPYIHUKOB [ IONMUKIMHUKH.

Heobxonumo BHect B Ilonoxenuss o mnoapasmeneHusx [ToJMKIMHUKY,
ocymecTisromux oopadorky I11n B UCII/du cBemenus o6 OTBETCTBEHHOCTH MX
PYKOBOIHUTENEH W COTPYJHHKOB 3a pa3rjallieHHe W HEeCaHKIMOHUPOBAHHYIO

mMoaudukanuio (Mckaxenue, danbcuduranuo) [1/{H, a Takke 3a HempaBoMepHOE
BMEIIATENLCTBO B IIPOLIECCHI MX aBTOMAaTH3HPOBAHHOH 00paboTKH.
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9 CnHCOK HCMOJIBL30BAHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMAaTHBHO-IIPABOBBIMH M METOIMYECKUMH JIOKYMEHTAMH, Ha
KOTOpEIX Oazupyetcs HacTosulee [lonoxenne ABIAIOTCA:

1 ®enepanpupiii 3akon ot 27.07.2006 r. Ne 152-®3 «O mnepcoHanbHBIX
naHHbx» (nanee — O3 «O nepcoHANBHBIX JaHHBIX»), YCTaHABIMBAIOLIMI OCHOBHBIE
MPUHIMIEL ¥ yciaoBus obpabotku I1/IH, mpaBa, 00sA3aHHOCTH M OTBETCTBEHHOCTDH
y4aCTHHKOB OTHOIICHHH, CBA3aHHBIX ¢ 00paboTkoi [1/H.

2 «[Tonoxenue 06 obecriedeHUH 0E€30MACHOCTU IEPCOHAIBHBIX JTaHHBIX TMPH
ux o00paboTke B HMHPOPMALMOHHBIX CHCTEMAX I[1€PCOHAIBHBIX  JAHHBIXY,
yrBepxaennoe [Tocranosnenuem [pasutensctsa PO ot 17.11.2007 r. Ne 781.

3 «[lopsagox mpoBemeHus —KiaccHUKalMM  MHQOPMALMOHHBIX — CHCTEM
TepCOHANBHBIX MaHHBIX», yTBepkKIeHHBIH coBMecTHbIM [Ipukazom ®CTOK Poccnn
Ne 55, @CB Poccun Ne 86 1 Munundopmessizu PO Ne 20 ot 13.02.2008 r.

4 «[Tonoxenne o6 ocobeHHOCTAX 00pabOTKM MEPCOHANBHBIX HaHHBIX,
OCYIIeCTRIIIEMO 0e3 MCIOJb30BaHUS CPEJICTB aBTOMATH3ALMKW», YTBEPKAESHHOE
[Tocranosnenuem [IpaBurenscta PO ot 15.09.2008 r. Ne 687.

5 «TpeGoBaHus K MaTepHAIBHBIM HOCUTEIISIM OHOMETPHYECKUX TIEPCOHAIBHBIX
NaHHBIX M TEXHOJIOTMSAM XPaHEHHUs TAaKUX NaHHBIX BHE MH(MOPMALMOHHBIX CHCTEM
IEpCOHANBHBIX JaHHBIX», yTBepxkaeHHble [locranosnennem Ilpasutensctsa PO oT
06.07.2008 r. Ne 512.

6 HopmaTuBHO-MeTOIMYECKHE JIOKyMEHThl  PelepaiabHOR  CIyKObl IO
TEXHUYECKOMY M DKCIIepTHOMY KOHTpommo Poccuiickoit Menepanuu (nanee - CTIOK
Poccun) o oGecneyennro oezonacuoctu I1/IH npu ux odpadotke B UCII/IH:

7 Pexomenaanuu 1o obecrieyeHu0 0e3011acHOCTH EePCOHAIBHBIX JaHHBIX MPH
ux 00paboTke B HH(OPMAIMOHHBIX CHCTEMax MEPCOHAIbHBIX JAHHBIX, YTB. 3aM.
mupektopa @CTOK Poccuu 15.02.08 r. (JICIT)

8 OCHOBHBIE MEPOINPHUSATHS MO OPraHMW3al|UK U TEXHHUYECKOMY 00ecredeHHIO
0e30MacHOCTH [EPCOHANBHBIX JaHHBIX, 00pabaThlBaeMbIX B HH)OPMAIHOHHBIX
CHCTEMaX MEPCOHATBHBIX MaHHBIX, YTB. 3aM. aupekropa @PCTOK Poccun 15.02.08 r.
(JICI)

9 BazoBas Mojelbp Yrpo3 0e30MacHOCTH IIePCOHANBHBIX JaHHBIX IIpH MX
o0paboTke B HMH(MOPMALMOHHBIX CHCTEMax IE€PCOHANBHBIX MaHHBIX, YTB. 3aMm.
nupekropa @CTOK Poccun 15.02.08 r. (ACII)

10 MeToiMka ornpesielieHdsl aKTyaJlbHBIX Yrpo3 0e30MacHOCTH IEePCOHANBHBIX
TaHHBIX MPH UX 00paboTKe B MHMOPMALIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX,
VTB. 3amM. IUpEKTOpa OCTDOK Poccun 15.02.08 P, (J1CIT)
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